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ABSTRACT

The rapid expansion of Artificial Intelligence (AI), big data, and intercon-
nected digital platforms has transformed business ecosystems while creating
governance challenges involving data protection, privacy, transparency, account-
ability, and digital rights. This study examines how legal governance principles
and organizational mechanisms can be integrated to support responsible and sus-
tainable AI-driven business ecosystems. A qualitative normative and concep-
tual approach was employed using scholarly literature, international standards,
regulatory materials, and policy frameworks published primarily between 2023
and 2026, which were thematically analyzed across data lifecycle governance,
privacy and data protection, transparency and explainability, accountability, hu-
man oversight, and fairness. The findings demonstrate that effective AI gov-
ernance requires an integrated lifecycle-based framework connecting legal prin-
ciples, organizational mechanisms, and stakeholder responsibilities. Account-
ability should remain attributable to identifiable actors, while meaningful trans-
parency, human oversight, and access to remedies are essential for protecting
individuals affected by AI-supported decisions. The study proposes an Inte-
grated Human-Centered AI Legal Governance Framework that positions data
governance as an organizational foundation for implementing digital rights and
responsible AI principles. The framework provides a conceptual basis for ac-
countable, transparent, rights-preserving, and sustainable AI governance across
interconnected and data-intensive business environments while strengthening
stakeholder trust and supporting responsible digital transformation.

This is an open access article under the CC BY 4.0 license.
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1. INTRODUCTION

The rapid integration of AI, cloud computing, big data analytics, Internet of Things, and digital plat-
forms has transformed contemporary business ecosystems. Organizations increasingly rely on interconnected
digital infrastructures to collect, process, exchange, analyze, and monetize large volumes of data for automated
decision-making, personalized services, predictive analytics, and strategic operations [1]. Data has therefore
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evolved from a conventional organizational resource into a strategic asset influencing competition, innovation,
customer engagement, and organizational performance. However, growing reliance on AI and data-driven
technologies has also created complex governance and legal challenges involving privacy, data protection,
transparency, accountability, security, fairness, algorithmic decision-making, and individual digital rights [2].
These challenges are particularly significant because AI systems and data flows often extend beyond a single
organization. Data may circulate among data providers, AI developers, cloud and infrastructure providers,
digital platforms, business operators, third-party service providers, and end users. Consequently, responsibil-
ity for AI-supported decisions and potential rights violations may be distributed across multiple actors [3].
AI systems may also generate recommendations, classifications, or decisions with limited human intervention,
raising concerns about whether affected individuals can understand, challenge, review, or seek remedies for po-
tentially harmful outcomes. Algorithmic opacity, extensive data profiling, secondary data use, and automated
decision-making can further intensify power asymmetries between organizations and individuals, particularly
when individuals have limited control over how their data are collected, processed, combined, and used [4].

These developments demonstrate that AI governance cannot be reduced to technical risk management
or internal data administration. Effective governance requires a legal and institutional framework that connects
normative principles with organizational mechanisms throughout the AI and data lifecycle. Principles such as
privacy, accountability, transparency, fairness, human oversight, and access to remedy establish obligations and
protections while defining responsibilities for relevant AI actors [5]. At the organizational level, these princi-
ples must be translated into mechanisms including responsibility allocation, data governance, AI risk assess-
ment, documentation, audit trails, algorithmic monitoring, human review, escalation procedures, and redress
mechanisms. Thus, AI governance should establish an institutional connection between legal rights, regulatory
obligations, and operational decision-making [6]. The complexity of these issues creates an important re-
search gap. Existing AI governance and responsible AI frameworks provide foundations for risk management,
accountability, transparency, human oversight, and rights protection but do not always explain how legal prin-
ciples can be translated into organizational mechanisms across multi-actor AI-driven business ecosystems [7].
Similarly, data governance approaches often emphasize data quality, access, security, and lifecycle manage-
ment without sufficiently connecting these mechanisms to algorithmic accountability, individual remedies, and
the distribution of legal responsibility among ecosystem participants. The resulting gap concerns not only the
identification of responsible AI principles but also their institutionalization through governance arrangements
connecting data management, digital rights, legal accountability, and organizational practices throughout the
AI lifecycle [8].

This gap is particularly relevant to emerging digital economies such as Indonesia, where AI adoption
and data-driven business activities are developing within an evolving legal and institutional environment. The
growth of AI-enabled platforms, digital services, financial technologies, and data-intensive business models
creates opportunities for innovation and economic development while raising concerns about regulatory co-
ordination, institutional responsibility, data protection, algorithmic accountability, and effective remedies for
individuals affected by AI-supported decisions [9]. The Indonesian context therefore illustrates the difficulty
of implementing AI governance when technological development may advance faster than comprehensive and
sectorally coordinated governance arrangements. A governance framework for Indonesia must consequently
address both digital-rights protection and responsibility allocation among organizations and other actors in-
volved in AI development and deployment [10]. Against this background, this study examines the legal gov-
ernance of AI in sustainable digital business ecosystems by investigating how data governance, digital rights,
and responsible AI principles can be integrated into a coherent human-centered governance framework. Data
governance is conceptualized as an institutional foundation for controlling data throughout its lifecycle, while
digital rights provide a normative basis for protecting privacy, autonomy, fairness, transparency, and access to
appropriate remedies [11]. Responsible AI governance provides organizational mechanisms for operationaliz-
ing these principles through human oversight, accountability structures, risk assessment, auditability, explain-
ability, monitoring, and corrective procedures. The proposed perspective therefore distinguishes between legal
governance principles and organizational mechanisms while establishing their functional relationship within
AI-driven business environments.

The study contributes to the emerging discourse on AI governance, technology law, and digital gov-
ernance by proposing an integrated framework that connects legal principles with practical governance mech-
anisms across interconnected AI business ecosystems [12]. Its contribution extends beyond treating data gov-
ernance as a technical or managerial function by positioning it within a broader legal governance structure
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in which responsibility remains attributable to identifiable actors rather than delegated to AI systems. The
framework also emphasizes meaningful algorithmic transparency while recognizing legitimate interests in in-
tellectual property, trade secrets, and commercial confidentiality. Similarly, meaningful human oversight and
accessible mechanisms for review, contestation, and remedy are treated as essential components of accountable
AI governance [13]. From a sustainable digital business perspective, responsible technological development
depends not only on the capacity to deploy AI efficiently but also on maintaining accountability, rights protec-
tion, stakeholder trust, and regulatory compliance over time. Sustainable AI adoption therefore requires gov-
ernance arrangements that continuously identify and manage risks, assign responsibility, protect digital rights,
and provide mechanisms for intervention and remedy throughout the AI lifecycle. Legal governance provides
the normative foundation, while organizational governance mechanisms provide the practical means for sus-
taining responsible technological development [14]. The proposed framework consequently seeks to support
AI-driven business ecosystems that are innovative and economically productive while remaining accountable,
transparent, rights-preserving, and responsive to the evolving legal and institutional environment.

Figure 1. Contribution of AI Legal Governance to the Sustainable Development Goals

Figure 1 illustrates how this research contributes to the Sustainable Development Goals (SDGs), par-
ticularly SDGs 9 on Industry, Innovation and Infrastructure and SDGs 16 on Peace, Justice and Strong Insti-
tutions. The proposed human-centered AI legal governance perspective supports sustainable digital innovation
by integrating data governance, digital rights protection, accountability, transparency, human oversight, and
responsible AI practices within business ecosystems [15]. For SDGs 9, the framework promotes responsi-
ble technological development by encouraging organizations to manage AI-related risks throughout the data
and AI lifecycle while maintaining innovation, resilience, and stakeholder trust. For SDGs 16, it strengthens
accountable and trustworthy digital governance through clearer responsibilities among AI ecosystem actors,
transparency, human oversight, and mechanisms for review, contestation, and remedy when AI-supported de-
cisions adversely affect individuals [16]. By connecting legal principles with organizational governance mech-
anisms, the framework also helps address potential inequalities and rights violations arising from opaque, dis-
criminatory, or inadequately governed AI systems. Accordingly, responsible AI legal governance can support
sustainable digital transformation while aligning technological innovation with digital rights, organizational
accountability, institutional responsibility, and broader societal interests.

2. LITERATURE REVIEW

2.1. Data Governance in AI-Driven Business Ecosystems
Data governance is a fundamental component of AI-driven business ecosystems because AI-based

decisions depend on the quality, security, accessibility, and responsible use of data across interconnected actors
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[17]. Unlike conventional data management, AI ecosystems involve continuous data flows among organiza-
tions, platforms, cloud providers, AI developers, business partners, and users, requiring governance to address
data lifecycle management, privacy, transparency, accountability, security, and responsibility allocation [18].
The NIST AI RMF emphasizes continuous governance through the interconnected functions of Govern, Map,
Measure, and Manage, while UNESCO promotes transparent, accountable, inclusive, and multi-stakeholder AI
governance [19]. In this context, data governance should be understood not merely as an internal administrative
function but as a socio-technical and organizational mechanism that connects legal requirements, technologi-
cal controls, and responsible business practices. Effective data governance therefore provides a foundation for
managing data throughout the AI lifecycle while supporting accountability, protecting individual rights, and
enabling sustainable AI-driven business development.

2.2. Digital Rights, Privacy, and Data Protection
The expansion of AI-based data processing creates significant concerns regarding privacy, data protec-

tion, informational autonomy, transparency, and individual control over personal information [20]. AI systems
can combine and analyze large datasets to generate profiles, infer behavioral patterns, personalize services,
and support automated decision-making, creating risks when individuals have limited knowledge or control
over how their data are collected, processed, or reused. UNESCO emphasizes that privacy and data protection
should be protected throughout the AI lifecycle, supported by transparency, accountability, appropriate safe-
guards, and mechanisms that enable individuals to exercise their rights [21]. In AI-driven business ecosystems,
these requirements are particularly important because personal data may flow across multiple organizations
and jurisdictions, making individual control more difficult. Digital rights should therefore be embedded into
AI governance from data collection and processing through deployment and post-deployment monitoring, in-
cluding mechanisms for access, correction, appropriate data use, security, human review, and effective redress
[22]. Accordingly, data governance provides the organizational means for protecting digital rights, while rights-
based principles establish the legal and normative boundaries within which AI-driven business practices should
operate.

2.3. AI Accountability, Transparency, and Human Oversight
Accountability, transparency, and human oversight are essential to responsible AI governance be-

cause AI systems can influence consequential business decisions while involving multiple actors throughout
their development and deployment [23]. NIST identifies accountability and transparency as characteristics of
trustworthy AI and emphasizes that organizational roles and responsibilities should be documented and contin-
uously monitored [24]. UNESCO further highlights auditability, traceability, impact assessment, due diligence,
human oversight, and mechanisms for investigating and remedying AI-related harms [25]. In AI-driven busi-
ness ecosystems, accountability should therefore be allocated according to the actual roles of data providers,
AI developers, platform operators, business users, and other relevant actors rather than being transferred to
the AI system itself. Transparency should provide meaningful information about relevant data practices, AI-
supported decisions, responsible actors, and available mechanisms for review or remedy, while human oversight
should ensure that authorized and competent individuals can review, intervene in, or override consequential AI-
supported decisions. Accordingly, accountability establishes responsibility, transparency enables understand-
ing, and human oversight enables intervention, forming an integrated governance structure for reducing the
risks of opaque and highly automated decision-making [26].

2.4. Human-Centered Governance for Responsible AI Business Ecosystems
Human-centered governance provides an integrated perspective for connecting data governance, dig-

ital rights, accountability, and responsible AI within contemporary business ecosystems. Rather than treating
AI governance solely as a technological or compliance-oriented issue, this approach places human dignity,
rights, agency, fairness, and well-being at the center of AI development and deployment [27]. UNESCO em-
phasizes human dignity, privacy, fairness, transparency, accountability, proportionality, and human oversight,
while NIST presents trustworthy AI as a socio-technical objective requiring continuous governance, risk iden-
tification, measurement, and management [28]. These principles are particularly relevant to multi-actor busi-
ness ecosystems because AI-related risks and decisions can affect customers, employees, business partners,
and society, while responsibility may be distributed among different organizations. The literature therefore
indicates a need to distinguish legal and normative governance principles from organizational mechanisms
that operationalize them through risk assessment, documentation, auditing, human oversight, monitoring, and
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remediation [29]. The central research gap lies in the limited integration of these dimensions into a business-
oriented governance framework that connects data lifecycle management, digital rights, multi-actor account-
ability, transparency, and human oversight. Accordingly, this study positions human-centered AI governance
as a framework through which legal principles and organizational mechanisms can be integrated to support
accountable, rights-preserving, and sustainable AI-driven business ecosystems.

Table 1. Key Dimensions of Data Governance and Digital Rights in AI-Driven Business Ecosystems
Literature
Dimension

Core Governance Prin-
ciple

Relevance to AI-Driven Business
Ecosystems

Expected Gover-
nance Outcome

Data Gover-
nance

Data quality, security,
access, and lifecycle
control

Ensures reliable and responsible
management of data across ecosys-
tem actors

Controlled and trust-
worthy data utiliza-
tion

Privacy and
Data Protec-
tion

Privacy, data minimiza-
tion, and individual con-
trol

Protects individuals from unautho-
rized or excessive AI-based data
processing

Stronger digital
rights protection

Transparency Explainability, disclo-
sure, and traceability

Enables stakeholders to understand
how AI systems use data and influ-
ence decisions

Greater trust and in-
formed participation

Accountability Clearly defined roles, re-
sponsibilities, and audit
mechanisms

Establishes responsibility among
data providers, AI developers, plat-
forms, and business users

Reduced account-
ability gaps

Human Over-
sight

Human intervention, re-
view, and decision con-
trol

Prevents excessive dependence on
automated decisions in high-impact
business processes

More responsible AI
decision-making

Fairness
and Non-
Discrimination

Bias identification and
mitigation

Reduces discriminatory outcomes
arising from data and algorithmic
processes

More equitable AI
services and deci-
sions

Risk Manage-
ment

Continuous identifica-
tion, measurement, and
mitigation of AI risks

Enables organizations to manage
technological, legal, ethical, and
operational risks

Sustainable and re-
silient AI adoption

Table 1 synthesizes the principal governance dimensions identified in recent AI governance literature
and standards. NIST emphasizes continuous governance through risk identification, measurement, and man-
agement, together with accountability, transparency, privacy, fairness, security, and explainability [30]. UN-
ESCO complements this perspective by emphasizing human rights, data protection, auditability, accountability,
and human oversight throughout the AI lifecycle [31]. Taken together, these dimensions indicate that AI gover-
nance requires an integrated approach in which legal and normative principles are translated into organizational
mechanisms rather than implemented as isolated technical controls. In this study, these dimensions provide the
conceptual foundation for examining how data governance, digital rights, and responsible AI practices can be
aligned to support accountable and sustainable AI-driven business ecosystems.

3. RESEARCH METHOD

3.1. Research Design and Approach
This study employs a qualitative normative and conceptual research approach to examine how data

governance, digital rights, and responsible AI principles can be integrated within AI-driven business ecosys-
tems. This approach is appropriate because the study focuses on identifying legal and governance principles,
accountability requirements, organizational mechanisms, and human-centered safeguards rather than measur-
ing the performance of a specific AI system [32]. The analysis draws on contemporary scholarly literature,
regulatory frameworks, international standards, and policy documents published primarily from 2023 onward.
Its methodological foundation is informed by the methodological foundation of this study is informed by the
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NIST AI Risk Management Framework (AI RMF), particularly its interconnected functions of Govern, Map,
Measure, and Manage [33]. The study also adopts a human-centered governance perspective informed by
UNESCO, emphasizing privacy and data protection, transparency, accountability, human oversight, fairness,
and multi-stakeholder governance [34]. The research consists of four stages: literature and regulatory identi-
fication, thematic analysis, governance dimension synthesis, and conceptual framework development. These
stages connect legal governance principles with organizational mechanisms for protecting digital rights and
supporting responsible and sustainable AI adoption.

3.2. Data Sources and Literature Selection
The research uses secondary data obtained from peer-reviewed academic publications, international

standards, regulatory documents, institutional reports, and authoritative policy frameworks, with particular at-
tention to sources published between 2023 and 2026 to reflect recent developments in AI governance, digital
rights, and data regulation [35]. The NIST AI RMF 1.0 is used as a principal reference for AI risk gover-
nance because it provides the functions of Govern, Map, Measure, and Manage, while UNESCO provides
a complementary human rights perspective addressing privacy, data protection, accountability, transparency,
human oversight, and fairness [36]. Literature is selected based on relevance, recency, authority, and concep-
tual contribution, with sources included when they substantively address data governance, digital rights, AI
accountability, privacy and data protection, transparency and explainability, human oversight, fairness, respon-
sible AI, or legal and organizational governance. Sources discussing AI without meaningful relevance to these
governance dimensions are excluded. The selected literature and authoritative documents are then organized
thematically to identify recurring governance principles, practical mechanisms, stakeholder responsibilities,
and unresolved relationships that inform the development of the proposed conceptual framework [37].

Table 2. Literature Selection and Analytical Criteria
Criterion Inclusion Criteria Exclusion Criteria Analytical Purpose
Publication
period

Primarily 2023–2026 Sources without sufficient
contemporary relevance

Maintain current
governance perspec-
tive

Source au-
thority

Peer-reviewed journals, interna-
tional organizations, standards, reg-
ulations, and official reports

Unverified websites and
non-authoritative sources

Ensure source credi-
bility

Data gover-
nance

Data lifecycle, access, quality, se-
curity, sharing, and accountability

General data management
without governance implica-
tions

Identify governance
mechanisms

Digital rights Privacy, data protection, autonomy,
transparency, fairness, and redress

General digital transforma-
tion discussions

Identify rights-
protection require-
ments

AI gover-
nance

Accountability, risk management,
explainability, auditability, and hu-
man oversight

AI technical studies without
governance relevance

Identify responsible
AI mechanisms

Business
ecosystem

Platforms, organizations, AI
providers, users, and intercon-
nected actors

Studies limited to isolated
technical systems

Establish ecosystem-
level perspective

Table 2 summarizes the criteria used to select and analyze the literature. The emphasis on recent
and authoritative sources ensures that the analysis reflects contemporary developments in AI governance while
maintaining a reliable methodological foundation. The criteria also focus the analysis on the relationship be-
tween data governance, digital rights, and responsible AI rather than treating AI as a purely technological
issue. NIST provides a risk-based foundation for continuous AI governance, while UNESCO contributes a
rights-oriented perspective emphasizing privacy, accountability, transparency, human oversight, and fairness
[38]. These criteria support the identification of governance principles, stakeholder responsibilities, and orga-
nizational mechanisms that inform the development of the proposed framework.
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3.3. Thematic Analysis and Conceptual Synthesis
Following literature selection, the study applies thematic analysis to identify recurring concepts, re-

lationships, and governance gaps across the selected sources. The analysis focuses on six dimensions: data
governance, privacy and data protection, transparency and explainability, accountability, human oversight, and
fairness and non-discrimination [39]. Each source is examined to determine how these dimensions are defined
and addressed in AI-driven environments. The relevant findings are then compared and grouped according to
their governance relevance. The analysis proceeds through three steps: extracting relevant legal and governance
principles, grouping related principles into analytical categories, and synthesizing the categories into a concep-
tual governance framework. Particular attention is given to how governance responsibilities are distributed
among data providers, AI developers, platform operators, business organizations, and other ecosystem actors
[40]. Consistent with the reviewed governance principles, accountability is treated as attributable to identifiable
persons or legal entities, while auditability and traceability provide mechanisms for monitoring and establish-
ing responsibility throughout the AI lifecycle. The synthesis therefore connects legal and normative principles
with organizational governance mechanisms and provides the analytical basis for the proposed framework.

Figure 2. Research Methodological Framework

Figure 2 illustrates the methodological flow of the research, beginning with the identification of gover-
nance challenges arising from the interaction between AI, data-intensive business activities, and digital rights.
The study then examines recent scholarly and authoritative sources, followed by a thematic analysis of recur-
ring legal and governance principles [41]. The analysis identifies governance gaps concerning accountability,
privacy and data protection, transparency and explainability, human oversight, and fairness. These findings are
subsequently synthesized by connecting legal and normative principles with organizational governance mech-
anisms and stakeholder responsibilities. The final output is a conceptual AI governance framework designed to
support accountable, transparent, rights-preserving, and sustainable AI-driven business ecosystems [42]. This
methodological structure is consistent with the NIST approach, in which governance functions operate across
the AI lifecycle and support the continuous identification, measurement, and management of AI-related risks.

3.4. Conceptual Framework Development and Validation
The final methodological stage develops a conceptual AI legal governance framework for sustainable

digital business ecosystems by synthesizing themes identified through the literature analysis and mapping them
to governance requirements across the AI lifecycle. The framework consists of three interconnected levels. The
first represents legal and governance principles, including privacy, transparency, accountability, fairness, human
oversight, and access to remedy [43]. The second represents organizational governance mechanisms, including
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data lifecycle management, risk assessment, responsibility allocation, documentation, auditability, explain-
ability, monitoring, and human review. The third represents stakeholder and operational application, through
which data providers, AI developers, platform operators, business users, and other relevant actors implement
these mechanisms throughout AI development and deployment. Conceptual robustness is assessed through
triangulation by comparing the proposed dimensions with authoritative perspectives, particularly NIST’s risk
management and organizational governance approach and UNESCO’s human rights-centered approach to AI
governance [44]. The framework is considered conceptually supported when its principal dimensions are con-
sistently reflected in the reviewed literature and explain governance requirements across different AI lifecycle
stages. This approach does not constitute empirical validation but provides a systematic conceptual basis for
integrating legal principles, organizational mechanisms, stakeholder responsibilities, and digital rights within
AI-driven business ecosystems.

4. RESULTS AND DISCUSSION

4.1. Data Governance Requirements in AI-Driven Business Ecosystems
The analysis demonstrates that effective data governance in AI-driven business ecosystems requires

an integrated structure covering the entire data and AI lifecycle. Six core governance requirements emerge
from the analysis: data lifecycle management, privacy and data protection, transparency, accountability, human
oversight, and fairness. These requirements are interconnected because weaknesses in one dimension can un-
dermine digital rights and the reliability of AI-supported decisions. The findings indicate that data governance
should therefore extend beyond conventional data quality and security controls to govern how data are col-
lected, processed, shared, analyzed, and used in automated decision-making [45]. The analysis also shows that
governance responsibilities should correspond to the roles of ecosystem actors: data providers should ensure
appropriate data collection and quality. AI developers should address model development and associated risks.
platform and business operators should ensure responsible deployment and monitoring; and organizational
decision-makers should retain responsibility for consequential decisions. Accordingly, data governance func-
tions as an organizational foundation for implementing legal and rights-based principles because it determines
how data are controlled and how responsibilities are maintained throughout the AI lifecycle.

Table 3. Results of the Governance Dimension Analysis
Governance
Dimension

Main Finding Digital Right Pro-
tected

Required Governance
Mechanism

Data Lifecy-
cle Gover-
nance

Data must be controlled from col-
lection to deletion

Informational auton-
omy and privacy

Data classification, re-
tention, access control

Privacy and
Data Protec-
tion

AI processing requires appropriate
limitations and safeguards

Privacy and data pro-
tection

Privacy controls, pur-
pose limitation, security

Transparency Stakeholders need understandable
information about AI processes

Right to information
and meaningful par-
ticipation

Disclosure, explainabil-
ity, traceability

Accountability Responsibility must be assigned to
identifiable ecosystem actors

Right to remedy and
fair treatment

Auditing, documen-
tation, responsibility
allocation

Human Over-
sight

High-impact automated decisions
require meaningful human inter-
vention

Human autonomy
and procedural fair-
ness

Human review, interven-
tion, escalation

Fairness AI outcomes must be monitored for
discriminatory effects

Equality and non-
discrimination

Bias assessment, moni-
toring, corrective mea-
sures

Table 3 summarizes the principal findings from the thematic analysis. The results indicate that pro-
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tecting digital rights in AI-driven business ecosystems requires an integrated governance structure rather than
a single governance mechanism. Data lifecycle management, privacy and data protection, transparency, ac-
countability, human oversight, and fairness are interconnected because weaknesses in one dimension can affect
individual protection and the reliability of AI-supported decisions [46]. The analysis further shows that each
governance dimension has corresponding implications for digital rights, requiring organizational data practices
to be assessed not only in terms of technical effectiveness but also in terms of their effects on individuals. These
findings support the central argument that data governance should function as a rights-preserving organizational
mechanism within a broader AI legal governance framework rather than solely as an internal data management
function.

4.2. Digital Rights Protection Across the AI Lifecycle
The results show that digital rights protection should be embedded continuously across the AI lifecy-

cle rather than treated as a single compliance activity. The analysis identifies four critical stages: data acquisi-
tion, AI development and processing, AI deployment and decision-making, and post-deployment monitoring.
During data acquisition, organizations should establish legitimate and transparent data practices and avoid un-
necessary collection, while AI development should address data quality, privacy risks, potential bias, and the
suitability of datasets for their intended purposes [47]. During deployment, transparency and human over-
sight become particularly important because AI-supported outputs may affect customers, employees, and other
stakeholders. Post-deployment monitoring should identify discriminatory outcomes, privacy incidents, system
failures, and emerging risks. The findings further indicate that meaningful transparency requires more than
disclosure of AI use; affected individuals should receive understandable information about relevant data prac-
tices, decision processes, responsible actors, and available mechanisms for questioning or correcting harmful
outcomes. Human oversight is particularly important for high-impact decisions because it enables intervention
when automated outputs are inaccurate, unfair, or inconsistent with individual circumstances. Accordingly,
digital rights protection should be incorporated throughout the AI lifecycle through governance-by-design, en-
suring that privacy, transparency, fairness, human oversight, and access to appropriate remedies are treated as
continuous governance requirements.

Figure 3. Rights-Based Data Governance Across the AI Lifecycle

Figure 3 illustrates how digital rights protection is distributed across the AI lifecycle. The findings
indicate that privacy and individual control are particularly important during data acquisition, while data quality
and bias assessment become critical during AI development and processing. During deployment and decision-
making, transparency, explainability, and human oversight become essential because AI outputs may directly
affect individuals [48]. During post-deployment monitoring, auditing, accountability, and redress mechanisms
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provide continued protection against emerging risks and harmful outcomes. These findings demonstrate that
digital rights cannot be effectively protected through a single governance intervention but require continuous,
lifecycle-based governance across the development, deployment, and operation of AI systems.

4.3. Accountability and Human Oversight in AI-Based Business Decisions
The analysis identifies accountability and human oversight as critical governance mechanisms for

addressing responsibility gaps in AI-driven business ecosystems, where data providers, processors, AI devel-
opers, cloud providers, platform operators, and business users may jointly contribute to AI-based decisions.
The findings indicate that responsibility should be explicitly allocated according to the roles and functions
performed by each actor throughout the AI lifecycle, rather than being attributed to the AI system itself [49].
Meaningful human oversight requires more than human presence in the decision-making process; it requires
authorized and competent individuals to access relevant information and have sufficient capacity to review,
intervene in, or override AI-generated outcomes, particularly in high-impact decisions involving employment,
financial services, insurance, essential services, or customer eligibility. The results further indicate that docu-
mented responsibility structures, AI impact assessments, audit trails, model monitoring, escalation procedures,
and human review mechanisms can establish traceable relationships between AI outputs, organizational de-
cisions, and responsible actors. Explainability supports this process by enabling organizations and affected
individuals to understand relevant aspects of AI-supported decisions. However, technical explainability alone
cannot ensure accountability without accessible mechanisms for review and remedy. Accordingly, the findings
establish an integrated governance relationship in which transparency enables understanding, human oversight
enables intervention, and accountability establishes responsibility and access to remedy.

4.4. Integrated Human-Centered AI Legal Governance Framework
Based on the thematic analysis and conceptual synthesis, this study proposes an Integrated Human-

Centered AI Legal Governance Framework for sustainable AI-driven business ecosystems. The framework
integrates three interconnected levels: legal and governance principles, organizational mechanisms, and stake-
holder application. These levels connect privacy, transparency, accountability, fairness, human oversight, and
access to remedy with practical mechanisms such as data lifecycle management, risk assessment, documen-
tation, auditability, monitoring, and human review. The framework assigns these responsibilities to relevant
actors, including data providers, AI developers, platform operators, business users, and organizational decision-
makers, according to their roles throughout the AI lifecycle [50].

The findings demonstrate that these levels must operate as an integrated structure because weak-
nesses in one dimension can undermine the effectiveness of others. Data governance therefore functions as
a core organizational mechanism for protecting digital rights and implementing responsible AI principles. The
framework emphasizes that accountability must remain attributable to identifiable actors and that transparency,
human oversight, fairness, and access to remedy are essential for addressing AI-related risks and protecting
affected individuals. Its principal contribution is connecting legal governance principles with organizational
mechanisms and multi-actor responsibilities, providing a structured basis for accountable, transparent, rights-
preserving, and sustainable AI governance. The framework can be applied across diverse AI-enabled contexts,
including digital commerce, financial technology, platform-based businesses, human resource systems, and
other data-intensive environments.

5. MANAGERIAL IMPLICATIONS

The findings provide important managerial implications for organizations operating within AI-driven
business ecosystems. Managers should establish governance structures that translate legal and rights-based
principles into practical mechanisms across the data and AI lifecycle. These mechanisms should include clear
responsibility allocation among data providers, AI developers, technology and platform providers, and business
decision-makers, supported by data-quality monitoring, privacy controls, AI risk assessments, documentation,
audit trails, human review, and escalation procedures for high-impact decisions. Organizations should also pro-
vide stakeholders with meaningful information about relevant data practices and AI-supported decisions while
maintaining mechanisms for contestation, correction, and appropriate remedy. Integrating these mechanisms
into organizational processes can help reduce legal, ethical, and operational risks, strengthen stakeholder trust,
and support sustainable AI adoption. Accordingly, managerial priorities should extend beyond AI efficiency
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toward the development of responsible, accountable, transparent, and human-centered AI business ecosystems
that align technological innovation with individual digital rights and organizational responsibility.

6. CONCLUSION

This study examined the legal governance of AI in sustainable digital business ecosystems by inte-
grating data governance, digital rights protection, and responsible AI principles within a human-centered gov-
ernance perspective. The findings demonstrate that effective AI governance cannot be limited to conventional
data management, privacy compliance, or technical controls; rather, it requires an integrated approach across
the data and AI lifecycle. The study identifies key governance dimensions, including data lifecycle governance,
privacy and data protection, transparency and explainability, accountability, human oversight, fairness, and ac-
cess to appropriate remedies. These dimensions are interdependent, as weaknesses in data governance can
increase risks to digital rights, while effective accountability, transparency, and human oversight can strengthen
trust and responsible AI adoption. The proposed framework therefore connects legal and governance principles
with organizational mechanisms and stakeholder responsibilities, positioning data governance as an important
organizational foundation for protecting digital rights and supporting accountable, transparent, and sustainable
AI-driven business development.

The research questions are addressed by demonstrating that effective governance of AI-driven busi-
ness ecosystems requires the integration of legal principles, organizational governance mechanisms, and clearly
assigned responsibilities throughout the AI lifecycle. The findings establish that accountability cannot be dele-
gated to AI systems because responsibility must remain attributable to identifiable actors capable of monitoring,
reviewing, intervening in, and correcting AI-supported outcomes. The framework further demonstrates that
meaningful transparency, human oversight, privacy protection, fairness, and access to remedy are necessary to
translate rights-based principles into practical governance. However, the study has several limitations. First, it
employs a normative and conceptual methodology based primarily on secondary literature, international stan-
dards, regulatory materials, and policy frameworks rather than empirical evidence from organizations. Second,
the proposed framework has not yet been quantitatively tested or evaluated through implementation in a specific
business ecosystem. Third, differences in national legal systems, institutional arrangements, and sector-specific
regulatory requirements may affect how the proposed governance principles are operationalized. Accordingly,
the framework should be understood as a conceptual foundation rather than a universally validated operational
model.

Future research should empirically examine the proposed AI legal governance framework across dif-
ferent AI-driven business sectors, including digital commerce, financial technology, healthcare platforms, and
human resource systems. Quantitative studies could develop measurable indicators of governance maturity,
digital rights protection, accountability, transparency, human oversight, and stakeholder trust and subsequently
examine their relationships using appropriate statistical methods. Qualitative case studies could further in-
vestigate how organizations allocate AI responsibilities and implement risk assessment, algorithmic auditing,
privacy controls, human review, contestation, and remedy mechanisms in real-world deployments. Future re-
search should also compare governance and regulatory requirements across jurisdictions, particularly in emerg-
ing digital economies, to determine which elements of the framework are broadly applicable and which require
contextual adaptation. Further studies could examine the integration of emerging approaches, such as explain-
able AI, privacy-preserving technologies, and automated auditing, into the proposed governance structure. Such
research would strengthen the empirical and practical foundation of the framework and contribute to the devel-
opment of more transparent, accountable, rights-preserving, and sustainable AI-driven business ecosystems.
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[10] D. Piétron, P. Staab, and F. Hofmann, “Digital circular ecosystems: A data governance approach,” GAIA-
Ecological Perspectives for Science and Society, vol. 32, no. 1, pp. 40–46, 2023.

Legal Autonomous Web-based Governance (LAW), Vol. 1, No. 2, October 2026: 181–194

https://orcid.org/0000-0001-8399-0238
https://orcid.org/0000-0001-8399-0238


Legal Autonomous Web-based Governance (LAW) ❒ 193

[11] L. Zhang and W. Wang, “Data governance and digital trust in smart markets,” Journal of Electronic
Commerce, vol. 1, no. 1, pp. 85–104, 2025.

[12] U. Rahardja, M. T. D. S. Putri, N. Septiani, F. Amelia, A. Avandi, and R. Evans, “Human centered legal
governance for autonomous ai in digital societies,” Legal Autonomous Web-based Governance (LAW),
vol. 1, no. 1, pp. 29–41, 2026.

[13] A. K. Sharma and R. Sharma, “Data governance in the age of artificial intelligence: Challenges, best
practices and regulatory compliance,” Applied Marketing Analytics, vol. 10, no. 4, pp. 390–403, 2025.

[14] M. Heikkilä, J. Heikkilä, and F. Ahmad, “Data-driven business model innovation in europe: ethical data
practices and ecosystem involvement,” Systems, vol. 13, no. 3, p. 164, 2025.

[15] S. D. Retnandari, K. Khaeroman, A. T. Winarni, and W. Busse, “Digital innovation and technology driven
evaluation of maritime safety systems performance in indonesia,” Aptisi Transactions on Technopreneur-
ship (ATT), vol. 8, no. 2, pp. 551–564, 2026.

[16] C. Aksoy, “Digital business ecosystems: An environment of collaboration, innovation, and value creation
in the digital age,” Journal of business and trade, vol. 4, no. 2, pp. 156–180, 2023.
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