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1. INTRODUCTION

The rapid development of digital technology has brought significant changes to various aspects of
people’s lives, including electronic transactions [1]. Ease of internet access and the increasing use of digital
platforms such as e-commerce, social media, and online payment applications have created an increasingly
complex and dynamic digital economic ecosystem [2]. However, behind this progress, various legal issues
have also emerged, one of which is the rise in online fraud. Based on data from the Indonesian National
Police and reports from various cybersecurity agencies, digital-based fraud cases have increased significantly
each year, in line with the increasing number of internet users in Indonesia, which has exceeded 200 million
users [3]. Fraud methods are also increasingly diverse, ranging from phishing and social engineering to fraud
in online transactions [4]. This shows that digital transformation not only brings opportunities but also risks
that need to be seriously anticipated through a comprehensive legal approach [5]. In a global context, this
phenomenon is also related to the achievement of the Sustainable Development Goals (SDGs), particularly
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Goal 16, Peace, Justice, and Strong Institutions, which emphasizes the importance of a strong, transparent
legal system capable of protecting society from crime, including cybercrime [6]. From the perspective of
technology law and digital governance, online fraud in electronic transactions raises interconnected issues
concerning the enforcement of cybercrime regulations, the reliability of electronic evidence, cybersecurity, and
the protection of transaction users [7]. Examining these issues within the Indonesian legal framework provides
a basis for assessing how legal institutions and regulatory mechanisms can respond to risks arising from the
digital economy [8]. Although Indonesia has various regulations governing electronic transactions, such as the
Electronic Information and Transactions Law (UU ITE), the implementation of the law against online fraud
cases still faces various challenges [9]. One major problem is the difficulty in obtaining digital evidence,
which often requires specialized technical expertise and adequate digital forensic infrastructure. Furthermore,
legal loopholes and mismatches between technological developments and existing regulations also hinder law
enforcement [10]. This problem is exacerbated by the low digital literacy of the public, which makes them
vulnerable to fraud. From the perspective of law enforcement, the limited human resources with competency
in information technology also poses a serious obstacle. Against this background, the study examines how
Indonesia’s existing legal framework addresses online fraud in electronic transactions, with particular attention
to evidentiary challenges, law enforcement capacity, and the need for regulatory adaptation [10].

This research also contributes to strengthening law-based public policies to support a safe and sus-
tainable digital ecosystem, in line with SDGs goal 9 (Industry, Innovation, and Infrastructure) and goal 16
[11]. Therefore, analyzing the effectiveness of regulations and law enforcement practices is crucial in building
public trust in electronic transaction systems [12]. Based on the background and problems mentioned above,
this study aims to answer several main questions that are the focus of the study [13]. First, how are the legal
regulations in force in Indonesia regarding online fraud crimes in electronic transactions, and to what extent
are these regulations able to provide legal protection for the public? Second, what are the dynamics and chal-
lenges in the application of the law to online fraud cases, both in terms of evidence, law enforcement, and
institutional aspects? Third, is there a need to develop or update regulations that are more adaptive to the devel-
opment of digital technology, and what policy recommendations can be proposed to increase the effectiveness
of legal protection in the future. Previous studies have examined online fraud from several perspectives, in-
cluding cybercrime trends, digital evidence, fraud detection technologies, and legal protection for victims [14].
However, these perspectives need to be connected more explicitly to explain how the adequacy of legal pro-
visions interacts with evidentiary constraints, institutional capacity, and preventive mechanisms in electronic
transactions. To address this analytical gap, the present study employs an integrated normative legal analysis
of online fraud in Indonesia [15]. It examines the relationship between the applicable legal framework, the
practical challenges of law enforcement, and technology-oriented preventive measures [16]. Its contribution
lies in synthesizing these dimensions to identify implementation gaps and formulate legal and institutional
recommendations for strengthening victim protection in the digital economy [17]. Furthermore, this research
is also expected to increase public awareness of the importance of security in electronic transactions, thereby
minimizing the risk of crime in the digital era [18].
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Figure 1. Reported Online Fraud Cases in Indonesia, 2020-2024

Figure 1 illustrates the reported cases of online fraud in Indonesia from 2020 to 2024, showing a
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significant upward trend in reported incidents over the five-year period. The increase from approximately 4,500
reports in 2020 to approximately 14,000 reports in 2024 highlights the growing challenges associated with the
expansion of electronic transactions and digital platforms [19]. This trend reinforces the importance of effective
legal protection against online fraud, particularly through stronger enforcement of the Electronic Information
and Transactions Law (UU ITE) and the Criminal Code (KUHP) [20]. However, the increasing number of
reports also emphasizes the need to address practical enforcement challenges, including the authentication
of electronic evidence, limited digital forensic capabilities, and insufficient public awareness of transaction
security [21]. Therefore, Figure 1 supports the need for an integrated approach that combines effective legal
enforcement, institutional capacity building, preventive measures by digital platforms, and improved public
digital literacy to strengthen legal protection in Indonesia’s digital economy [22].

2. LITERATURE REVIEW

The development of digital technology has driven a major transformation in the economic transaction
system, known as electronic transactions. Electronic transactions are legal activities conducted using electronic
devices and the internet as the primary medium, regulated by various national regulations, such as Law Num-
ber 11 of 2008 concerning Electronic Information and Transactions (UU ITE) and its amendments [23]. In this
context, electronic transactions not only create efficiency and convenience, but also give rise to new legal risks,
particularly related to data security and the potential for cybercrime. The literature shows that economic digi-
talization without a strong security system and regulations will increase vulnerability to cybercrime, including
online fraud [24]. Online fraud itself is defined as the act of manipulating or misusing information technology
to obtain unlawful benefits at the expense of others [25]. It takes various forms, such as phishing, scams, im-
personation, and marketplace-based fraud. In criminal law studies, this act is closely related to the elements of
fraud as stipulated in the Criminal Code (KUHP), but its digital characteristics make it more complex in terms
of proof and law enforcement [26].

From a legal perspective, addressing online fraud requires a multidisciplinary approach that com-
bines criminal law, cyber law, and information technology. The existing literature reflects two complementary
perspectives on online fraud regulation [27]. The first emphasizes the importance of statutory provisions in
establishing the legal basis for prosecuting offenders, while the second highlights the practical difficulties of
translating these provisions into effective enforcement [28]. The distinction is important because the existence
of a legal prohibition does not automatically ensure successful prosecution or adequate victim protection. In
online fraud cases, the effectiveness of legal remedies also depends on the availability and integrity of electronic
evidence, the technical competence of investigators, and coordination among relevant institutions [29]. Conse-
quently, the central analytical issue is not solely whether legal provisions exist, but whether the legal framework
and enforcement mechanisms operate effectively together. This synthesis supports an integrated assessment of
substantive law, evidentiary procedures, institutional capacity, and preventive governance in electronic transac-
tions [30]. Furthermore, the theory of legal protection states that the state has an obligation to guarantee public
security, including in the digital space [31]. In this regard, legal protection is not only repressive (Taking action
against perpetrators), but also preventive, such as digital literacy education and improving transaction security
systems [32]. Other studies have emphasized the importance of digital forensics in the evidentiary process,
as electronic evidence is easily altered, deleted, or falsified [33]. Therefore, the capacity of law enforcement
officials to understand digital technology is a key factor in successfully handling online fraud cases [34].

Furthermore, research in the field of law and technology indicates a gap between technological de-
velopments and existing regulations (Regulatory Lag) [35]. This often leads to laws being reactive, rather
than proactive, in addressing cybercrime. Several alternative approaches proposed in the literature include
more adaptive regulatory reforms, the application of techno-legal principles, and strengthening cross-sectoral
cooperation between government, the private sector, and the public [36]. At the international level, the Coun-
cil of Europe’s Convention on Cybercrime (Budapest Convention) provides a framework for criminalizing
specified cybercrime-related conduct and facilitating international cooperation in criminal investigations and
electronic evidence gathering [37]. Within the European Union, Directive 2013/40/EU establishes minimum
rules concerning criminal offences and sanctions against attacks on information systems and promotes coop-
eration among competent authorities [38]. These instruments offer useful comparative perspectives on legal
harmonization, investigative cooperation, and the handling of technology-related offences. However, their pro-
visions should not be assumed to apply directly to Indonesia. Instead, they can serve as comparative references
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for assessing how Indonesia might strengthen cross-border cooperation, clarify investigative procedures, and
improve the effectiveness of its domestic cybercrime framework [39]. Such comparison should also consider
differences in legal systems, institutional capacity, and applicable procedural safeguards. Furthermore, the inte-
gration of technologies such as Artificial Intelligence (Al) into digital security systems is also being developed
to detect fraud patterns more quickly and accurately [40]. Addressing online fraud is relevant to SDG 16, which
empbhasizes effective institutions and access to justice, and SDG 9, which supports resilient infrastructure and
innovation. These goals provide a broader policy context for examining legal protection and security in elec-
tronic transactions [41]. Thus, this literature review confirms that research on the legal review of online fraud
is not only academically relevant but also has broad practical implications in supporting SDG in the digital era
[42].

3. RESEARCH METHODS

This study employs a normative juridical approach to examine the legal framework governing online
fraud in electronic transactions in Indonesia [43]. The analysis focuses on the relevant statutory provisions,
the legal requirements for establishing online fraud offenses, the treatment of electronic evidence, and the
implications of identified implementation challenges for legal protection [44]. These dimensions are examined
using statutory and conceptual approaches, supported by relevant legal literature and documented cases where
available.

This approach was chosen because the research aims to analyze legal aspects conceptually and sys-
tematically based on relevant laws and regulations, such as Law Number 11 of 2008 concerning Electronic
Information and Transactions and its amendments, as well as the Criminal Code (KUHP). The research applies
statutory, conceptual, and case-based approaches. The statutory approach examines the relevant provisions
governing online fraud, electronic transactions, and electronic evidence. The conceptual approach is used to
interpret legal protection, cybercrime, and preventive legal mechanisms. The case-based analysis examines
documented online fraud cases that are relevant to the research questions and provide information about the
application of legal provisions in practice. Cases should be selected according to their relevance to electronic
transactions, the availability of reliable legal documentation, and their ability to illustrate evidentiary or en-
forcement challenges. Each selected case is analyzed by identifying the relevant legal issues, applicable provi-
sions, treatment of electronic evidence, and implications for victim protection. The analysis then compares the
resulting observations with the statutory framework and conceptual arguments to identify gaps between legal
norms and their implementation. This study relies on secondary legal research materials, which are classified
into primary, secondary, and tertiary legal materials. Primary legal materials comprise relevant legislation and
regulations, while secondary legal materials include scholarly publications and legal analyses. Tertiary legal
materials consist of reference sources used to clarify relevant legal terms and concepts.

Primary legal materials include laws and regulations such as the ITE Law, the Criminal Code, and
other related regulations governing electronic transactions and cybercrime. Secondary legal materials include
scientific journals, books, research articles, and academic publications relevant to the research topic, particu-
larly those discussing cybercrime, online fraud, and legal protection in digital transactions. Meanwhile, tertiary
legal materials include legal dictionaries, encyclopedias, and other sources that support understanding of the
terms and concepts used in the research. Data collection techniques are carried out through library research,
namely by collecting and reviewing various literature and legal documents relevant to this research.

The data analysis technique used was descriptive qualitative analysis, which involves interpreting and
reviewing the collected data and then systematically organizing it to answer the research problem formulation.
The analysis was conducted by examining the alignment between applicable legal norms and actual practices,
particularly in handling online fraud cases. Furthermore, the strengths and weaknesses of existing regulations
were analyzed, as well as identifying legal loopholes potentially exploited by criminals. This analysis also con-
sidered the effectiveness of the law in protecting the public and its relevance to the ever-changing development
of digital technology. The results of the analysis were then used to formulate constructive recommendations to
improve the quality of regulation and law enforcement in the field of electronic transactions. To ensure research
validity, source triangulation was conducted using reliable national and international references. The research
also upheld academic honesty and objectivity, aiming to provide a comprehensive legal analysis of online fraud
and contribute to the development of cyber law in Indonesia.
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4. RESULTS AND DISCUSSION

Research results show that online fraud in electronic transactions in Indonesia has experienced a sig-
nificant increase, both in terms of the number of cases and the complexity of the modus operandi. Based on
an analysis of various previous reports and studies, online fraud is no longer limited to conventional methods
such as simple sales fraud, but has evolved into more sophisticated forms such as phishing, social engineering,
fraud-based investment fraud, and identity impersonation through social media. This phenomenon demon-
strates that cybercriminals are able to adapt quickly to technological developments and digital user behavior.
From a regulatory perspective, the Electronic Information and Transactions Law (UU ITE) and the Criminal
Code (KUHP) have actually provided a sufficient legal basis for prosecuting perpetrators. However, in prac-
tice, effective law enforcement still faces various obstacles, particularly in terms of digital evidence, tracking
perpetrators across regions, and limited human resources competent in the field of information technology. The
findings can be organized into three interrelated dimensions. First, the legal framework provides a basis for
addressing online fraud, but its practical effectiveness depends on the clarity and applicability of the relevant
provisions. Second, enforcement outcomes depend on the integrity of electronic evidence, the availability of
digital forensic facilities, and investigators’ technical competence. Third, preventive protection requires co-
ordinated action by public institutions, digital platforms, and electronic transaction users. These dimensions
indicate that improving legal protection requires more than statutory enforcement it also requires institutional
readiness and effective prevention mechanisms. Although existing regulations provide a legal basis for address-
ing online fraud, their effectiveness depends on the ability of law enforcement agencies to establish the relevant
elements of an offense through reliable digital evidence. Consequently, strengthening legal protection requires
not only regulatory enforcement but also improved forensic capacity, institutional coordination, and preventive
measures that are consistent with applicable legal principles.

Rising online fraud in electronic transactions

(phishing, social engineering, investment fraud, impersonation)

1. Legal Framework 2. Enforcement & Evidence 3. Preventive Protection

UU ITE and KUHP provide
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of provisions

v
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Integrity of electronic evidence, Coordinated action by public
digital forensic facilities, institutions, digital platforms,
investigators' technical and transaction users;
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Regulatory lag; reactive
rules, new crime forms

Low digital literacy;
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Figure 2. Framework of the implementation gap in legal protection against online fraud

Figure 2 summarizes the findings as three interrelated dimensions: the legal framework, enforcement
and evidence, and preventive protection. Each dimension faces its own obstacle, namely regulatory lag, diffi-
culties in authenticating digital evidence and limited forensic capacity, and low digital literacy. Together these
obstacles produce an implementation gap, in which legal provisions exist but do not yet translate into effective
protection. Closing the gap requires aligning substantive law, procedural capacity, institutional coordination,
and preventive governance, which supports SDG 16 and SDG 9.

The identified implementation gap suggests that the effectiveness of online fraud regulation cannot be
assessed solely by the existence of statutory provisions. Legal protection depends on whether investigators can
obtain and authenticate electronic evidence, whether institutions possess the technical capacity to process that
evidence, and whether victims can access effective remedies. These factors are interdependent unclear proce-
dures or limited forensic resources may weaken the practical application of otherwise relevant legal provisions,
while inadequate preventive safeguards may allow fraud to occur before law enforcement becomes involved.
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Therefore, the principal challenge is not simply regulatory insufficiency, but the need to align substantive law,
procedural capacity, institutional coordination, and preventive governance. This interpretation indicates that
improvements in legal protection should be evaluated through both the adequacy of the regulatory framework
and its practical implementation. In terms of evidence, research results indicate that electronic evidence often
poses a major challenge in the judicial process. Digital evidence is easily manipulated, deleted, or falsified,
requiring specialized expertise in digital forensics. Furthermore, the unequal distribution of digital forensic
laboratory facilities in Indonesia hinders the investigation process. From the victim’s perspective, low digital
literacy also exacerbates the situation, as many people do not understand the risks and how to secure elec-
tronic transactions. This demonstrates that legal protection depends not only on regulations but also on public
preparedness to face digital threats. This discussion demonstrates that preventative approaches such as digital
literacy education and raising cybersecurity awareness are as important as repressive approaches through law
enforcement. In other words, strategies to combat online fraud must be holistic and involve various parties,
including the government, the private sector, and the public.

Table 1. Implementation Challenges, Their Impact on Legal Protection, and Policy Responses
Aspect Main Challenge Impact on Legal Pro- Policy Response
tection
Provisions exist but are
not fully effective in
practice

UU ITE and KUHP
provide a sufficient
basis, but regulations
are reactive and lag
behind new fraud
modes

Digital evidence is

Legal Framework Adaptive regulatory reform

Electronic Evidence Weakens proof of the el- Standardized evidence-

easily manipulated,
deleted, or falsified

ements of an offense

preservation and authentica-
tion procedures

Forensic ~ Capacity Forensic  laborato-  Slows investigation ~ Strengthen forensic infras-
and Human Re- ries are unevenly and perpetrator tracing tructure and investigator ex-
sources distributed and few across regions pertise

investigators are

IT-competent
Many users do not

Public Digital Liter- Fraud occurs before law  Digital literacy education

acy understand trans- enforcement becomes and cybersecurity awareness
action risks and involved
security

Al-Based Fraud De- Risk of false pos- Possible unjustified  Algorithmic governance

with audits, human review,
and data protection

account restrictions and
loss of legal certainty

tection itives, unrecognized
fraud patterns, and
biased data

Cybercrime is bor-

derless

Cross-Border Coop-
eration

Hinders handling of
cross-jurisdiction cases

Legal harmonization and co-
operation among law en-
forcement agencies

Table 1 shows that the effectiveness of legal protection depends on more than the existence of statu-
tory provisions. Each challenge, from evidence authentication and forensic capacity to public literacy, Al
governance, and cross-border cooperation, affects how far legal provisions can be applied in practice. The
corresponding policy responses therefore need to be implemented together, combining repressive enforcement
with preventive measures, in line with the holistic strategy discussed above.

Furthermore, the analysis indicates an urgent need for regulatory reforms that are more adaptive to
technological developments. Existing regulations tend to be reactive and unable to anticipate the various new
forms of crime that continue to emerge. A techno-legal approach should consider not only the use of Al for
early fraud detection but also the governance of the algorithms that support these decisions. Al systems can
assist digital platforms in identifying unusual transaction patterns, detecting suspicious account behavior, and
prioritizing cases for further investigation. However, their effectiveness depends on data quality, model vali-
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dation, appropriate access controls, and continuous monitoring. Poorly designed systems may generate false
positives, overlook unfamiliar fraud patterns, or reproduce biases in historical data. Accordingly, algorith-
mic governance should establish clear responsibilities for system operators, require documented performance
evaluation and audit procedures, and provide human review for consequential decisions. Data collection and
processing must also comply with applicable privacy and data protection requirements. Al-generated alerts
should be treated as indicators for further assessment rather than conclusive evidence of criminal conduct.
For legal enforcement purposes, decisions should remain supported by admissible evidence and established
procedural safeguards. These measures can help ensure that Al-based fraud prevention strengthens consumer
protection without undermining accountability, fairness, or legal certainty.

Cross-border cooperation is essential to address the borderless nature of cybercrime through legal har-
monization and stronger law enforcement collaboration. These efforts also support SDG 16 and SDG 9 by
strengthening justice, institutions, innovation, and digital infrastructure while promoting a secure and sustain-
able digital economy.

5. MANAGERIAL IMPLICATIONS

The findings of this study highlight the importance of strengthening coordination among policymak-
ers, law enforcement agencies, and digital platform providers to improve legal protection against online fraud in
electronic transactions. Law enforcement institutions should enhance investigators’ digital forensic expertise,
standardize electronic evidence preservation procedures, and improve coordination with financial institutions to
facilitate the tracing of fraudulent transactions. Digital platform providers should implement risk-based fraud
monitoring systems, establish accessible complaint mechanisms, respond promptly to suspicious activities, and
strengthen consumer data protection. Where Al is used for fraud detection, platform managers should ensure
adequate human oversight, regular performance evaluations, and transparent procedures to prevent unjustified
account restrictions. Furthermore, government institutions and digital service providers should collaborate in
developing digital literacy programs to help users recognize phishing, social engineering, and identity imper-
sonation. These measures require clear institutional responsibilities and periodic evaluations to ensure effective
implementation, strengthen public trust in electronic transactions, and support the development of a secure and
sustainable digital economy in line with SDGs 9 and 16.

6. CONCLUSION

Based on the research and discussion conducted, it can be concluded that online fraud in electronic
transactions in Indonesia has experienced a significant increase in line with the development of digital tech-
nology and high internet usage by the public. Existing regulations, such as the Electronic Information and
Transactions Law (UU ITE) and the Criminal Code (KUHP), essentially provide a sufficient legal basis for
prosecuting online fraudsters. However, in practice, effective law enforcement still faces various obstacles,
particularly in terms of digital evidence, limited human resources with technological competencies, and a lack
of supporting infrastructure such as digital forensics laboratories. Furthermore, low digital literacy among the
public is also a factor that increases the risk of online fraud. This research also emphasizes that handling online
fraud cannot rely solely on a repressive approach through law enforcement but needs to be supported by a
comprehensive preventative approach, such as increasing public education and awareness regarding electronic
transaction security. Furthermore, regulatory updates are needed that are more adaptive and responsive to tech-
nological developments to anticipate the ever-evolving modes of cybercrime. A techno-legal approach that
integrates legal aspects with technological innovation, such as the use of Al in fraud detection systems, is also
a relevant solution to increase the effectiveness of legal protection.

The findings support several practical recommendations for strengthening online fraud prevention and
legal protection. First, policymakers should review the consistency and adequacy of existing regulations, clar-
ify procedures for handling electronic evidence, and establish proportionate accountability requirements for
relevant digital service providers. Second, law enforcement institutions should strengthen investigators’ digital
forensic capabilities, improve evidence-preservation procedures, and enhance coordination with financial insti-
tutions and other relevant authorities in tracing fraudulent transactions. Third, digital platform providers should
implement risk-based fraud monitoring, accessible reporting mechanisms, timely responses to suspicious ac-
tivities, and transparent procedures for handling consumer complaints. Where Al-based detection systems are
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used, providers should maintain appropriate human oversight, document system performance, and establish
safeguards against unjustified account restrictions. Finally, public institutions and platform providers should
cooperate in delivering digital literacy programs that help users recognize phishing, impersonation, and other
common fraud techniques.

These measures should be supported by clear institutional responsibilities, appropriate procedural
safeguards, and periodic evaluation of their implementation. These efforts are crucial not only for providing
legal protection to the public but also for supporting the creation of a safe, trustworthy, and sustainable digital
ecosystem. The findings contribute to the discussion of cyber law in Indonesia by identifying regulatory and
implementation challenges in protecting users of electronic transactions. The practical implications of this
study emphasize the need for coordinated action among policymakers, law enforcement institutions, and digital
platform providers. Priority measures include improving the implementation of electronic evidence procedures,
strengthening digital forensic capacity, establishing accountable fraud-monitoring practices, and expanding
public digital literacy. The responsible use of Al should be supported by transparency, human oversight, and
appropriate data protection safeguards. Collectively, these measures can contribute to stronger legal institutions
under SDG 16 and more resilient digital infrastructure under SDG 9, while improving the practical protection
of users in electronic transactions.
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