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Blockchain-based smart contracts have introduced new mechanisms for ex-
ecuting cross-border digital transactions through automated and decentralized
contractual arrangements. However, their code-based execution creates legal
challenges concerning jurisdiction, enforceability, accountability, dispute res-
olution, and the protection of fundamental legal rights. This study aims to
develop a human-centric regulatory framework for smart contracts that strength-
ens legal certainty, accountability, and access to justice in decentralized and
cross-border digital transactions. This study employs normative legal research
with a comparative regulatory approach. Primary legal materials, including na-
tional legislation and international regulatory instruments governing electronic
transactions, blockchain, digital contracts, and dispute resolution, are analyzed
through statutory, conceptual, and comparative approaches. The analysis iden-
tifies regulatory gaps and formulates principles for interoperable smart contract
governance. The study demonstrates that existing legal frameworks insuffi-
ciently address automated contractual execution, cross-border jurisdiction, lia-
bility for code-based outcomes, and human intervention in decentralized dispute
resolution. The proposed framework integrates seven regulatory principles: le-
gal validity and enforceability, transparency and explainability, accountability
and liability, human oversight, cross-border jurisdiction, data protection and dig-
ital rights, and regulatory interoperability. The framework provides a human-
centric regulatory architecture for aligning smart contract automation with fun-
damental legal principles and cross-border regulatory requirements. It con-
tributes to decentralized justice by preserving technological efficiency while en-
suring procedural fairness, legal accountability, and protection of digital rights.
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1. INTRODUCTION

Blockchain technology has transformed the architecture of digital transactions by enabling parties to
exchange value and establish contractual arrangements without relying exclusively on centralized intermedi-
aries [1]. One of its most significant applications is the smart contract, which allows predefined contractual
conditions to be executed automatically through blockchain-based code. This mechanism can improve trans-
actional efficiency, reduce intermediary dependence, and increase the traceability of digital agreements. Smart
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contracts have consequently become increasingly relevant to cross-border digital commerce, decentralized fi-
nance, digital assets, and other web-based economic activities [2]. Nevertheless, technological automation
does not automatically resolve the legal questions surrounding contractual validity, liability, jurisdiction, and
enforcement.

Smart contracts present a distinctive regulatory challenge because their operational logic is embed-
ded in executable code rather than expressed solely through conventional legal language. Once deployed on
a blockchain network, contractual provisions may be executed automatically even when their consequences
conflict with the parties’ expectations or subsequently applicable legal requirements [3]. This creates tension
between the principle of automated execution and the legal principles of fairness, proportionality, account-
ability, and judicial intervention. A malfunctioning code, inaccurate external data, unauthorized transaction, or
unforeseen contractual circumstance may generate consequences that cannot easily be reversed through conven-
tional legal mechanisms [4]. The resulting problem is therefore not merely whether smart contracts should be
recognized as legally valid agreements, but how legal systems should govern their execution while preserving
fundamental principles of justice and legal protection [5]. The challenge becomes more complex when smart
contracts are used for cross-border transactions. Participants may be located in different jurisdictions, while the
blockchain infrastructure supporting the transaction can operate across multiple territorial boundaries. Conse-
quently, determining the applicable law, competent jurisdiction, and appropriate enforcement mechanism be-
comes increasingly difficult. Differences among national approaches to electronic contracts, digital signatures,
blockchain transactions, consumer protection, data governance, and dispute resolution further contribute to reg-
ulatory fragmentation [6]. Conventional conflict-of-laws principles are primarily designed around identifiable
parties, territorial connections, and centralized institutions, whereas decentralized blockchain transactions can
involve pseudonymous participants, distributed infrastructure, and automated execution. Without an interoper-
able regulatory approach, legal uncertainty may undermine the reliability and legitimacy of cross-border smart
contract transactions [7].

Smart contracts also have significant implications for decentralized justice and web-based dispute res-
olution. Automated contractual execution can facilitate decentralized mechanisms for resolving disputes by
incorporating predetermined procedures, arbitration clauses, escrow mechanisms, or decentralized governance
arrangements into blockchain infrastructure [8]. Such mechanisms may provide faster and more accessible
alternatives to traditional dispute resolution. However, decentralization may also weaken conventional safe-
guards associated with due process, impartiality, human review, and access to effective remedies [9]. An
entirely code-driven dispute mechanism may reproduce the assumption that algorithmic execution is inherently
neutral, despite the fact that contractual code is designed by human actors and may contain errors, biases, or
ambiguous assumptions. Accordingly, decentralized justice requires a regulatory architecture that preserves
technological efficiency without allowing automation to displace human-centered principles of justice [10].

Existing scholarship has examined smart contracts from several perspectives, including their legal
classification, contractual validity, enforceability, technological architecture, and application in decentralized
finance [11]. Other studies have addressed blockchain-based dispute resolution and the broader regulatory
challenges associated with digital transactions. However, these approaches frequently examine contractual
regulation, dispute resolution, and cross-border governance as separate regulatory questions [12]. Limited
attention has been given to an integrated framework that connects smart contract regulation, decentralized jus-
tice, and cross-border digital transactions within a unified legal architecture. Existing approaches commonly
examine contractual validity and enforceability, blockchain-based dispute resolution, or cross-border jurisdic-
tion as distinct regulatory concerns [13]. In contrast, this study contributes a seven-principle framework that
integrates legal validity and enforceability, transparency and explainability, accountability and liability, human
oversight and intervention, jurisdiction and applicable law, data protection and digital rights, and regulatory
interoperability across the smart contract lifecycle [14]. The novelty of the framework therefore lies not only in
identifying these principles individually, but in positioning them as interconnected legal safeguards that operate
from contractual formation and deployment through execution, dispute resolution, and enforcement [15]. This
integrated structure provides a human-centric legal architecture for connecting technological automation with
legal authority, procedural fairness, and cross-border regulatory coordination.

Addressing this gap requires a shift from a technology-centered approach toward a human-centric
model of smart contract governance [16]. Regulation should not seek to eliminate the autonomous charac-
teristics that make smart contracts valuable; rather, it should establish legal safeguards around their lifecycle,
from contractual formation and code deployment to automated execution, dispute resolution, and enforcement
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[17]. Such an approach requires attention to legal validity and enforceability, transparency and explainability,
accountability and liability, human oversight and intervention, jurisdiction and applicable law, data protec-
tion and digital rights, and regulatory interoperability [18]. These dimensions directly connect smart contract
regulation with the interdisciplinary scope of Legal Autonomous Web-based Governance (LAW), particularly
blockchain and smart contract governance, technology law and digital policy, online dispute resolution, digital
justice, and decentralized governance systems. Decentralized justice contributes to web-based governance by
embedding dispute-resolution procedures within digitally mediated environments, while regulatory interoper-
ability provides mechanisms for connecting autonomous technological systems with legal institutions across
jurisdictions [19]. The human-centric orientation further ensures that autonomous digital systems remain sub-
ject to legal accountability, procedural fairness, and meaningful human intervention.

Against this background, this study aims to develop a human-centric regulatory framework for smart
contracts used in decentralized justice and cross-border digital transactions. The study addresses two central
questions:

* What legal and regulatory challenges arise from the use of smart contracts in decentralized justice and
cross-border digital transactions?

* What regulatory framework can reconcile automated blockchain-based execution with legal certainty,
accountability, procedural fairness, and cross-border regulatory interoperability?

Through normative legal and comparative analysis, this study positions smart contract governance as
an essential component of contemporary web-based justice and digital legal governance rather than merely a
matter of technological regulation [20]. The study contributes an integrated seven-principle framework that
connects contractual regulation, decentralized justice, and cross-border governance throughout the smart con-
tract lifecycle.

2. LITERATURE REVIEW

2.1. Smart Contracts and Legal Regulation

Smart contracts represent a form of programmable contractual arrangement in which predetermined
conditions are translated into computer-executable instructions and automatically performed through blockchain
infrastructure [21]. Their distinctive characteristic lies in the combination of contractual logic and technological
execution. Unlike conventional contracts, in which performance generally depends on the parties or authorized
intermediaries, smart contracts can automatically transfer digital assets, trigger payments, or enforce prede-
termined obligations once specified conditions are satisfied. However, automatic execution does not by itself
determine whether the underlying arrangement constitutes a legally enforceable contract [22]. Legal qualifica-
tion continues to depend on established contractual doctrines concerning agreement, consent, contractual terms,
validity, and applicable law. Accordingly, the first principle of legal validity and enforceability requires smart
contract systems to preserve evidence of consent and contractual obligations and to maintain access to legally
recognized remedies when automated performance fails or produces disputed outcomes. Similarly, jurisdiction
and applicable law should remain connected to established private international law doctrines, including party
choice, territorial or personal connecting factors, and the determination of a competent forum. Remedies and
enforcement should likewise remain institutionally recognizable rather than being treated as purely technical
consequences of blockchain execution [23]. Recent scholarship therefore distinguishes between conventional
legal contracts implemented through blockchain, code-based arrangements, and hybrid structures that combine
natural-language contractual terms with executable code.

From a regulatory perspective, the central issue is the relationship between executable code and
natural-language contractual terms. Code determines how a transaction is technically executed, but it should
not independently determine the legal consequences of every circumstance arising from the transaction [24].
Where executable code conflicts with the underlying natural-language agreement, the legally authoritative
terms should be determined through applicable contractual interpretation and mandatory legal rules, rather than
solely through the technical outcome produced by the code. This issue becomes particularly significant where
coding errors, ambiguous contractual provisions, invalid or uninformed consent, mandatory statutory provi-
sions, fraud, or unforeseen circumstances affect the transaction. A technically successful execution therefore
does not necessarily establish a legally valid or enforceable outcome [25]. Errors in programming, inaccurate
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external information, fraudulent conduct, or circumstances that were not anticipated when the code was written
may produce outcomes that technically comply with the programmed conditions but conflict with the parties’
legitimate expectations or applicable legal norms. Consequently, legal regulation should not treat technological
execution as equivalent to legal validity. Instead, smart contract governance requires mechanisms that connect
automated execution with conventional principles of contractual interpretation, liability, remedies, and judicial
oversight [26]. This distinction provides an important theoretical foundation for the present study. Smart con-
tracts should be understood not merely as technological substitutes for conventional contracts but as hybrid
legal-technological instruments whose validity and enforceability remain embedded within legal institutions.
Such an approach supports the development of regulatory safeguards concerning transparency, accountability,
human intervention, and remedies without eliminating the efficiency associated with automated execution [27].

2.2. Decentralized Justice and Web-Based Dispute Resolution

Decentralized justice should be distinguished from related forms of digital dispute resolution. Online
Dispute Resolution (ODR) generally refers to the use of digital platforms to facilitate negotiation, mediation,
or adjudicative processes, while blockchain-based arbitration applies distributed ledger technology to support
arbitration procedures and enforcement [28]. Automated dispute resolution, by contrast, relies on predefined
computational rules to process disputes or trigger predetermined outcomes. Decentralized justice encompasses
a broader governance arrangement in which dispute-related procedures, evidence, decision-making support,
and enforcement may be distributed across technological and institutional actors [29]. In this framework,
smart-contract execution should not be understood as an independent substitute for formal judicial adjudication.
Rather, smart contracts primarily facilitate predetermined procedural or enforcement functions, while legally
consequential adjudication remains subject to authorized human decision-makers and applicable legal insti-
tutions [30]. Earlier scholarship identified the potential of blockchain-based systems to create self-enforcing
forms of dispute resolution that could reduce reliance on traditional courts and intermediaries. At the same
time, blockchain-based dispute resolution creates tension with the territorial and institutional foundations of
conventional adjudication, particularly because decentralized networks do not correspond neatly to the juris-
dictional boundaries of states [31].

Web-based dispute resolution can provide important advantages for digital transactions, including
procedural efficiency, lower transaction costs, automated enforcement, and accessibility across geographical
boundaries. Smart contracts may, for example, incorporate escrow arrangements, predetermined dispute pro-
cedures, or automated consequences following a dispute-resolution decision [32]. Accordingly, the use of
the term decentralized justice in this study refers to a technology-enabled dispute-resolution and governance
mechanism rather than the creation of a parallel judicial system. Its legal legitimacy depends on the availabil-
ity of human review, procedural safeguards, legally recognized remedies, and institutional authority. Recent
research has further explored decentralized dispute resolution in international trade and demonstrated the poten-
tial of blockchain-based mechanisms to facilitate transparent and efficient resolution processes. Nevertheless,
decentralization cannot be equated with the absence of legal institutions [33]. A technically self-executing
dispute-resolution mechanism may still encounter difficulties concerning due process, impartiality, evidence,
recognition of decisions, and the availability of judicial remedies. Research on blockchain justice has also
emphasized that existing decentralized dispute-resolution models raise questions about the role of trusted third
parties, decision-making mechanisms, and the appropriate balance between technological autonomy and legal
legitimacy [34].

Accordingly, this study adopts a human-centric conception of decentralized justice. Under this ap-
proach, technological decentralization is valuable only when it remains compatible with fundamental legal
safeguards [35]. Human oversight is therefore not treated as a rejection of automation but as a corrective mech-
anism for exceptional situations in which automated execution may produce unlawful, disproportionate, or
manifestly unfair outcomes. This perspective is particularly consistent with LAW’s interdisciplinary focus on
web-based dispute resolution, blockchain and smart contract governance, technology law, digital justice, and
decentralized governance systems [36]. In this context, decentralized justice is not understood as a replace-
ment for legal institutions, but as a web-based governance mechanism that must remain connected to human
oversight, legal accountability, and effective remedies.

2.3. Cross-Border Digital Transactions and Regulatory Interoperability
Cross-border smart contract transactions create a distinct problem because the technological infras-
tructure of a blockchain network is distributed across multiple jurisdictions, while legal authority remains
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primarily territorial. Conventional private international law generally relies on connecting factors such as the
location or domicile of the parties, the place of contracting, the place of performance, and the parties’ choice of
law [37]. These connecting factors become more difficult to apply when a transaction is executed through de-
centralized infrastructure involving pseudonymous participants and geographically distributed network nodes
[38]. Recent research confirms that jurisdiction, applicable law, and enforcement remain fundamental unre-
solved issues in cross-jurisdictional smart contract transactions. Differences among domestic legal systems
concerning contractual validity and the legal recognition of digital arrangements may generate uncertainty
when disputes arise. The absence of uniform legislation can therefore affect both the enforceability of smart
contracts and the ability of parties to obtain effective remedies [39].

Regulatory interoperability consequently becomes an essential component of cross-border smart con-
tract governance. Interoperability does not necessarily require complete harmonization of national laws. Rather,
it requires compatible legal principles and procedural mechanisms that enable different jurisdictions to recog-
nize contractual arrangements, determine applicable law, allocate jurisdiction, and enforce dispute-resolution
outcomes. In this context, cross-border regulation should establish predictable connecting factors while pre-
serving the legitimate regulatory authority of individual states [40].

The literature also demonstrates that smart contract regulation increasingly requires coordination be-
tween technological design and legal safeguards. Recent comparative discussions identify the continuing
importance of traditional private-international-law mechanisms while recognizing the need for technologi-
cal controls, contractual drafting mechanisms, and dispute-resolution arrangements capable of responding to
blockchain-specific risks. Thus, regulatory interoperability should encompass both legal interoperability, con-
cerning recognition and enforcement across jurisdictions, and technical interoperability, concerning the ability
of smart contract systems to incorporate legally valid intervention, evidence, and remedial mechanisms.

2.4. Integrated Theoretical Framework

The literature reviewed above demonstrates that smart contract regulation cannot be examined through
contractual law alone. Three interconnected dimensions must be considered. First, legal enforceability de-
termines whether automated contractual arrangements can receive legal recognition and effective remedies.
Second, decentralized justice determines how disputes arising from automated transactions can be resolved
while maintaining procedural fairness and human oversight. Third, cross-border regulatory interoperability
determines how these arrangements operate when parties, assets, infrastructure, and enforcement mechanisms
extend across different jurisdictions.

Based on these three dimensions, this study develops a regulatory framework consisting of seven
interconnected principles:

* Legal validity and enforceability.

» Transparency and explainability.

* Accountability and liability.

* Human oversight and intervention.
* Jurisdiction and applicable law.
 Data protection and digital rights.
* Regulatory interoperability.

These principles are not treated as independent regulatory requirements but as complementary safe-
guards throughout the smart contract lifecycle. The framework positions technological automation as an in-
strument rather than a substitute for legal authority. Smart contracts may facilitate efficient transactions and
decentralized dispute resolution, but their operation must remain connected to identifiable legal responsibilities,
accessible remedies, and mechanisms for human intervention. This theoretical position provides the basis for
examining how decentralized justice can be integrated into cross-border digital transactions without sacrificing
legal certainty, procedural fairness, accountability, and fundamental digital rights.
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3.  RESEARCH METHOD

3.1. Research Design and Legal Approach

This study employs a normative legal research method to examine the regulatory challenges associ-
ated with smart contracts in decentralized justice and cross-border digital transactions. A normative approach
is appropriate because the study focuses on legal norms, principles, regulatory structures, and institutional
mechanisms rather than empirical measurement of user behavior or transactional performance. The research is
designed to assess whether existing legal frameworks are sufficiently capable of governing automated contrac-
tual execution while maintaining legal certainty, accountability, procedural fairness, and effective remedies.

The study applies three complementary legal approaches: statutory, conceptual, and comparative ap-
proaches. The statutory approach examines relevant laws and regulatory instruments governing electronic
contracts, digital transactions, blockchain-based activities, dispute resolution, data protection, and cross-border
transactions. The conceptual approach is used to clarify the legal meaning and relationship between smart con-
tracts, automated contractual execution, decentralized justice, human oversight, and regulatory interoperability.
The comparative approach examines how different jurisdictions address smart contract validity, enforceability,
jurisdiction, dispute resolution, and digital regulatory governance. The comparison is used not to identify a
single superior legal system, but to formulate regulatory principles that can operate across jurisdictions.

'@] SMART CONTRACT

(Blockchain-based, self-executing agreement)

Automated Digital Execution
(Code-based performence of contractual terms)

Decentralized Justice Cross-Border Transactfions
(Blockchain-based dispute resolution) (Multi-jurisdictional digital commerce)
v
Web-Based Dispute Resolution = Jurisdiction & Applicable Law
(Smart contracts, mediation, online DSR) =Y (Choice of law, enforcement, recognition)
C J
v
IDENTIFIED LEGAL GAPS
o
iah © ©
Enforceability Accountability Human Oversight Regulatory Predictability
(Validity, execution) (Liability, responsibility) (Intervention, review) (Compliance, integration)
£ 2
REGULATORY INTEROPERABILITY
(Harmonization, ination, i i ion)

HUMAN-CENTRIC SMART CONTRACT

REGULATORY FRAMEWORK
(Legal certainty, protection, transparency, sustainability)

Figure 1. Research Framework for Smart Contract Regulatory Analysis

Figure 1 explains the analytical sequence used in this study. The analysis begins with the technologi-
cal characteristics of smart contracts and examines their implications for decentralized justice and cross-border
transactions. The identified legal gaps are subsequently evaluated through the principles of enforceability, ac-
countability, human oversight, and regulatory interoperability to formulate a human-centric regulatory frame-
work.

3.2. Legal Materials, Collection, and Analytical Procedure

The legal materials consist of primary and secondary legal materials. Primary materials include leg-
islation, regulations, international legal instruments, and other authoritative regulatory documents concerning
electronic transactions, digital contracts, blockchain, dispute resolution, data protection, and cross-border dig-
ital activities. Secondary materials comprise peer-reviewed journal articles, academic books, legal commen-
taries, and scholarly studies addressing smart contract regulation, blockchain governance, decentralized justice,
and private international law. Legal materials are selected based on their relevance to the research questions,
regulatory authority, analytical significance, and capacity to explain the relationship between technological
automation and legal governance.
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Table 1. Categories of Legal Materials

Category Materials Examined Analytical Purpose

Identify applicable legal norms

Primary legal materials National legislation and regulations .S
yieg & & and regulatory obligations
. . International conventions, principles, Examine cross-border legal
International instruments .
and regulatory frameworks standards and regulatory coordination
Judicial and institutional Relevant decisions, official guidelines, Identify practical interpretations
materials and institutional documents and governance mechanisms
. Peer-reviewed articles and Develop theoretical and conceptual
Secondary legal materials . .
academic books foundations
. . Selected foreign regulato Identify approaches to smart contract
Comparative materials gnreg Y ULy approact
frameworks validity, jurisdiction, and enforcement

Table 1 presents the classification of materials used to establish the normative and comparative foun-
dation of the research. Primary legal materials provide the principal source for determining applicable legal
norms, while secondary and comparative materials support interpretation, contextualization, and identification
of regulatory gaps. The collection and analysis of legal materials are conducted through systematic legal doc-
ument analysis. Relevant materials are identified according to keywords and concepts directly connected with
the research questions, including smart contract, blockchain-based contract, decentralized justice, online dis-
pute resolution, cross-border digital transaction, jurisdiction, applicable law, enforceability, human oversight,
and regulatory interoperability. Each material is then examined to determine its regulatory scope, governing
principles, legal obligations, enforcement mechanisms, and relevance to automated contractual systems.

Table 2. Analytical Dimensions and Indicators

Analytical Dimension Key Issues Examined Expected Regulatory Function
. . Contract formation, consent, Establish legal recognition
Legal validity and enforceability 1 . ga recog
validity, remedies and enforceability
e Code accessibility, contractual terms, Enable understanding
Transparency and explainability .
automated outcomes and legal review
. s Developer, provider, deployer, Allocate responsibility for
Accountability and liability DT, Provicer, deploy p y
and user responsibility unlawful outcomes
. Intervention, reversal, review, Preserve procedural fairness
Human oversight . . . .
exceptional circumstances and effective remedies
N . Choice of law, competent forum, Reduce cross-border
Jurisdiction and applicable law . . .
territorial connection legal uncertainty
. .. . Privacy, data processing, Protect fundamental rights
Data protection and digital rights rvacy p g . £
digital autonomy in automated systems
. . Recognition, coordination, and Facilitate coherent
Regulatory interoperability Lo
enforcement across jurisdictions cross-border governance

Table 2 operationalizes the analytical framework used to evaluate existing legal regimes. Each dimen-
sion represents a regulatory problem identified from the literature and legal materials, while its corresponding
function specifies the regulatory outcome required to establish a legally accountable smart contract ecosystem.
The analysis proceeds through four stages: identifying and classifying relevant legal materials according to
their regulatory authority and substantive relevance; interpreting statutory provisions and legal concepts gov-
erning smart contracts, digital transactions, and dispute resolution; conducting comparative analysis to identify
similarities, differences, and regulatory gaps; and synthesizing the findings into an integrated regulatory model
based on the seven dimensions in Table 2.

The resulting framework evaluates whether automated smart contract execution can be reconciled with
legal certainty, accountability, procedural fairness, human oversight, digital rights, and cross-border regulatory
interoperability. By deriving the framework from identified legal problems and regulatory gaps, the analysis
seeks to preserve the functional advantages of decentralized technology while maintaining the legal safeguards
required for legitimate and sustainable web-based governance.
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4. RESULTS AND DISCUSSION

4.1. Regulatory Gaps in Smart Contract Governance

The normative and comparative analysis indicates that the primary regulatory challenge of smart con-
tracts lies in the gap between automated code-based execution and established legal principles. Although smart
contracts can automatically execute predetermined obligations, technological execution does not independently
establish contractual validity, enforceability, legal responsibility, applicable law, or available remedies. There-
fore, smart-contract design should establish a legally documented relationship between natural-language con-
tractual terms and executable code, with mechanisms for suspension, legal review, correction, reversal, or other
remedies where inconsistencies, programming errors, inaccurate information, unauthorized transactions, or
unforeseen circumstances occur. Accountability should be allocated according to the roles, control, contribu-
tion to harm, foreseeability, knowledge of risks, and contractual or statutory duties of developers, deployers,
service providers, platform operators, and users, rather than imposing automatic liability on all participants.
At the same time, human oversight should remain available for unlawful, unauthorized, disproportionate, or
manifestly erroneous outcomes, including disputed consent, suspected fraud, coding errors, conflicts between
code and contractual terms, breaches of mandatory law, and materially unforeseen circumstances. Accordingly,
smart-contract regulation should adopt a lifecycle-based approach that preserves the efficiency of automation
while ensuring legal certainty, identifiable responsibility, human oversight, procedural fairness, and access to
appropriate remedies.

4.2. Smart Contracts and Decentralized Justice

The analysis demonstrates that smart contracts can support decentralized justice by facilitating prede-
termined dispute procedures, escrow mechanisms, automated consequences, and web-based dispute resolution.
These mechanisms may improve procedural efficiency, reduce transaction costs, and provide dispute-resolution
options across geographical boundaries. However, decentralization does not automatically guarantee justice.
Code-based dispute mechanisms may encounter difficulties concerning due process, impartiality, evidence, hu-
man review, and access to remedies. Automated decisions may also fail to account for circumstances that were
not anticipated during the development of the code. Since contractual code is designed by human actors, it
may contain errors, biases, or assumptions that affect the resulting outcome. Accordingly, the findings support
a human-centric conception of decentralized justice. Human oversight should not be viewed as a rejection of
automation but as a safeguard for exceptional situations in which automated execution may conflict with legal
requirements or fundamental principles of fairness. Decentralized mechanisms can therefore perform routine
and predetermined functions while human review remains available for complex disputes and potentially unjust
outcomes.

4.3. Cross-Border Jurisdiction and Regulatory Interoperability

Cross-border smart contract transactions create legal uncertainty because parties, digital assets, ser-
vice providers, and blockchain infrastructure may span multiple jurisdictions. Traditional private international
law relies on connecting factors such as the parties’ location or domicile, place of contracting, place of per-
formance, and choice of law, but their application becomes more complex with pseudonymous participants
and decentralized blockchain infrastructure. The analysis therefore identifies jurisdiction, applicable law, and
enforcement as central regulatory concerns. Blockchain infrastructure cannot determine the governing legal
system by itself; instead, applicable law and competent jurisdiction should be determined through established
connecting factors, including the parties’ location or domicile, place of contracting and performance, valid
governing-law or jurisdiction clauses, and, where relevant, the location of assets connected to the dispute.
These factors should be assessed collectively rather than relying solely on blockchain nodes or the technical lo-
cation of transaction execution. Where parties have made a valid choice of law or jurisdiction, such agreement
should remain subject to mandatory rules and jurisdictional limitations of the applicable legal system.

In the absence of an effective choice-of-law or jurisdiction clause, courts or competent authorities
may rely on the most relevant connecting factors under applicable private international law. Cross-border
conflicts may be addressed through recognition and enforcement rules, contractual dispute-resolution mecha-
nisms, applicable international instruments, and regulatory interoperability. Smart contract governance should
therefore establish predictable connecting factors and appropriate mechanisms for determining applicable law
and competent forums. Regulatory interoperability does not require complete harmonization of national laws,
but sufficient compatibility among legal and procedural mechanisms to facilitate recognition of contractual
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arrangements, determination of jurisdiction, and enforcement of dispute-resolution outcomes across borders.
This approach can reduce regulatory fragmentation, improve predictability for cross-border smart contract
transactions, and preserve the legitimate legal authority of individual states.

4.4. Integrated Seven-Principle Regulatory Framework

Based on the identified regulatory gaps, this study proposes an integrated framework consisting of
seven interconnected principles. These principles are designed to operate as complementary safeguards through-
out the smart contract lifecycle, from contractual formation and deployment to execution, dispute resolution,
and enforcement. Operationally, the seven principles can be translated into governance mechanisms, respon-
sible actors, and legal checkpoints at each stage of the smart-contract lifecycle. During contractual forma-
tion, legal validity and enforceability require verification of party identity where legally necessary, evidence
of informed consent, clear contractual obligations, identification of mandatory legal requirements, and deter-
mination of applicable law and remedies. At this stage, the principal legal checkpoint is confirmation that the
proposed arrangement is valid, sufficiently clear, and entered into through legally recognizable consent.

During deployment, transparency and explainability require documentation of the relationship be-
tween natural-language contractual terms and executable code, independent or qualified code review where
appropriate, and identification of responsible developers, deployers, and service providers. The legal check-
point at this stage is confirmation that the deployed code corresponds materially to the agreed contractual terms
and that relevant responsibilities are documented before execution begins. During execution, platform opera-
tors and other designated actors should monitor transactions and maintain alerts or intervention mechanisms
for exceptional conditions, including suspected fraud, unauthorized transactions, coding errors, or potentially
unlawful outcomes. The relevant legal checkpoint is the activation of human review or temporary suspension
where predefined intervention criteria are satisfied.

During dispute resolution, authorized reviewers, arbitrators, or other legally competent actors should
ensure evidence submission, procedural fairness, human assessment, and access to legally recognized remedies.
The legal checkpoint at this stage is confirmation that automated procedures do not prevent meaningful human
review or access to an appropriate dispute-resolution mechanism. Finally, during enforcement, competent
authorities, courts, arbitral institutions, or designated enforcement actors should determine applicable law,
jurisdiction, recognition, and cross-border enforcement procedures. The legal checkpoint is confirmation that
an automated or dispute-resolution outcome satisfies the requirements for legal recognition and enforcement in
the relevant jurisdiction. Through these mechanisms, the seven principles operate as lifecycle-based safeguards
rather than abstract regulatory objectives.

Table 3. Integrated Regulatory Framework for Smart Contract Governance

Regulatory Principle Key Regulatory Focus Expected Outcome
Legal validity and Contract formation, consent, Legal recognition and
enforceability validity, and remedies enforceability
Transparency and Contractual terms, code accessibility, Understandable and
explainability and automated outcomes reviewable execution
Accountability and liability Resppnsibility of developers, Clear allocati‘or‘l .of

providers, deployers, and users legal responsibility
Human oversight and Review, intervention, reversal, Procedural fairness and
intervention and exceptional circumstances effective remedies
Jurisdiction and applicable Choice of law, competent forum, Reduced cross-border
law and territorial connections uncertainty

Privacy, data minimization, pseudonymity,

lawful data processing, individual data Protection of

Data protection and

digital rights . .. fundamental rights
& & rights, and digital autonomy &
. - Recognition, coordination, and Coherent cross-border
Regulatory interoperability Lo
enforcement across jurisdictions governance

Table 3 presents the seven principles of the integrated regulatory framework for smart contract gov-
ernance and their corresponding regulatory focuses and expected outcomes. The first principle establishes
that automated execution should remain connected to legally recognized requirements concerning contractual
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validity and enforceability. The second ensures that parties and relevant legal institutions can understand the
contractual terms and consequences of automated execution. The third allocates responsibility among actors
involved in developing, deploying, operating, and using smart contract systems.

The fourth principle establishes human review for exceptional or potentially unlawful automated out-
comes, while the fifth provides predictable mechanisms for determining applicable law and competent fo-
rums in cross-border transactions. The sixth addresses the tension between blockchain immutability and data-
protection rights by requiring data minimization and avoiding unnecessary storage of identifiable personal
information on-chain. Where data processing is necessary, pseudonymization, off-chain storage, access con-
trols, and separation of transaction records from identifiable data should be considered, while mechanisms
for information, access, correction, objection, restriction, and other applicable rights should be maintained.
Pseudonymity should not be treated as complete anonymity where transaction data can be linked to external in-
formation. These safeguards should minimize unnecessary personal-data exposure while preserving sufficient
evidence for accountability, dispute resolution, and enforcement. Finally, regulatory interoperability supports
legal recognition, coordination, and cross-border enforcement, enabling smart-contract efficiency while main-
taining legal certainty, accountability, procedural fairness, human oversight, and digital rights.

Table 4. Operationalization of the Seven-Principle Framework Across the Smart Contract Lifecycle

Smart Contract  Governance Relevant Regulatory Expected Legal
Lifecycle Stage Mechanism Principles Safeguard
Verification of parties, - .
. P Legal validity and Valid and legally
evidence of consent, . .
. enforceability, recognizable
Formation clear contractual terms, N
.. Jurisdiction contractual
and determination of .
. and applicable law arrangement
applicable law
Documentation of
. . Transparency and .
code-contract relationships, . Explainable code
. explainability, . .
Deployment code review, and o and identifiable
. . . . Accountability s
identification of responsible A legal responsibility
and liability
actors
System monitoring, transaction
verification, risk alerts,
temporary suspension, e
porary susp Accountability and Controlled and
human review, and e
. . . liability, Human legally accountable
Execution intervention .
. oversight automated
mechanisms for . . .
. and intervention execution
exceptional or
legally problematic
conditions
Evidence submission, Human oversight and .
. . . . . Procedural fairness
Dispute human review, impartial intervention, Data .
. . and effective
Resolution assessment, protection .
. o remedies
and access to remedies and digital rights
Determination of Jurisdiction and Effective and
competent forum, applicable law, applicable law, redictable
Enforcement pete pp pp p
recognition, and cross-border Regulatory cross-border
enforcement procedures interoperability enforcement

Table 4 demonstrates how the seven regulatory principles can be operationalized across the smart con-
tract lifecycle. Rather than functioning as separate legal requirements, the principles provide interconnected
safeguards from contractual formation through deployment, execution, dispute resolution, and enforcement.
This lifecycle-based approach connects the conceptual framework with practical governance mechanisms, in-
cluding consent verification, code documentation, responsibility allocation, transaction monitoring, human
intervention, evidence review, and cross-border enforcement. It therefore provides a practical legal structure
for maintaining technological efficiency while strengthening accountability, procedural fairness, and access to
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effective remedies. The proposed human-centric smart contract governance framework also supports SDG 16
by strengthening legal certainty, accountability, procedural fairness, and access to justice through legal safe-
guards and accessible dispute resolution. It contributes to SDG 9 by supporting blockchain innovation and
digital infrastructure within predictable and interoperable regulatory environments. By integrating automation
with legal safeguards throughout the smart contract lifecycle, the framework promotes digital innovation while
preserving institutional accountability and fundamental rights.

5.  MANAGERIAL IMPLICATIONS

The findings provide practical implications for managers, digital businesses, blockchain developers,
and platform operators that utilize smart contracts in cross-border digital transactions. Organizations should not
treat smart contract deployment as a purely technical decision, but should integrate legal review and governance
mechanisms throughout the contract lifecycle. In particular, managers should ensure that contractual terms
and code are sufficiently transparent, responsibilities among developers, providers, deployers, and users are
clearly defined, and appropriate human intervention mechanisms are available for exceptional or potentially
unlawful outcomes. For cross-border operations, managers should also establish clear provisions concerning
applicable law, jurisdiction, dispute resolution, data protection, and regulatory compliance. Implementing these
principles can help organizations maintain the efficiency and automation of smart contracts while reducing legal
uncertainty.

6. CONCLUSION

This study examined the regulatory challenges of smart contracts in decentralized justice and cross-
border digital transactions through a normative legal and comparative approach. The findings demonstrate that
automated code-based execution cannot independently determine contractual validity, enforceability, legal re-
sponsibility, jurisdiction, applicable law, remedies, or procedural fairness. The analysis identifies regulatory
gaps concerning the relationship between natural-language contractual terms and executable code, particularly
where programming errors, inaccurate information, unauthorized transactions, fraud, or unforeseen circum-
stances may produce outcomes that conflict with legal requirements or the parties’ legitimate expectations.
These findings demonstrate that technological execution should remain connected to established principles of
contractual law, legal validity, enforceability, and access to legally recognized remedies.

The study also identifies significant challenges concerning accountability, liability, human interven-
tion, and cross-border jurisdiction. Responsibility should remain identifiable according to the role and contri-
bution of developers, deployers, service providers, platform operators, and users, taking into account control,
foreseeability, knowledge of risks, contractual and statutory duties, causation, and contribution to harm. De-
centralization should therefore not be interpreted as the absence of legal responsibility. In cross-border trans-
actions, applicable law and competent jurisdiction should be determined through relevant connecting factors,
including the parties’ location or domicile, place of contracting and performance, valid governing-law or juris-
diction clauses, and other legally relevant connections. Regulatory interoperability should support recognition,
coordination, and enforcement across jurisdictions without requiring complete harmonization of national laws.

To address these challenges, the study proposes an integrated seven-principle regulatory framework
comprising legal validity and enforceability, transparency and explainability, accountability and liability, human
oversight and intervention, jurisdiction and applicable law, data protection and digital rights, and regulatory in-
teroperability. The principles operate as interconnected safeguards throughout the smart contract lifecycle, from
formation and deployment to execution, dispute resolution, and enforcement. Their operationalization includes
consent verification, documentation of the relationship between contractual terms and code, identification of
responsible actors, transaction monitoring, human intervention, evidence assessment, access to remedies, and
cross-border enforcement mechanisms. Human oversight remains available for exceptional circumstances such
as disputed consent, suspected fraud, coding errors, unauthorized transactions, conflicts between code and con-
tractual terms, breaches of mandatory law, or materially unforeseen circumstances, while data protection is
supported through data minimization, pseudonymization, off-chain storage, and applicable individual rights.
The framework provides a human-centric foundation that preserves technological efficiency while strengthen-
ing legal certainty, accountability, procedural fairness, digital rights, and effective cross-border enforcement,
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while supporting SDG 16 and SDG 9 through accountable digital governance, access to justice, and predictable
blockchain infrastructure.
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