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The rapid adoption of generative artificial intelligence in digital news broad-
casting has increased the production of synthetic news content, raising criti-
cal concerns regarding authenticity, source verification, content manipulation,
and audience trust. This study proposes a trust-adaptive provenance water-
marking framework designed to dynamically protect and verify Al-generated
news content by integrating provenance information with trust-aware water-
marking mechanisms throughout the broadcasting workflow. The proposed
framework combines adaptive digital watermarking, provenance metadata, and
a trust-scoring mechanism that adjusts watermark strength according to con-
tent sensitivity, source credibility, and manipulation risk. Experimental evalu-
ation is conducted using synthetic news samples under common content trans-
formations, including compression, resizing, cropping, re-encoding, and par-
tial manipulation, while performance is assessed through watermark detection
accuracy, robustness, content quality, and provenance verification reliability.
The experimental findings demonstrate that the proposed approach achieves
high watermark detectability while maintaining acceptable perceptual quality
across different broadcasting transformations. The adaptive trust mechanism
further improves provenance verification for high-risk synthetic content and en-
ables more reliable identification of manipulated or unauthorized news assets
compared with conventional fixed-strength watermarking approaches. The pro-
posed trust-adaptive provenance watermarking framework provides a practical
approach for strengthening authenticity, traceability, and accountability in syn-
thetic news broadcasting, offering a foundation for trustworthy Al-enabled me-
dia ecosystems while supporting broadcasters, audiences, and digital platforms
in mitigating misinformation and unauthorized content manipulation.
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1. INTRODUCTION

The rapid development of Artificial Intelligence (Al), particularly generative Al, has transformed the
production and distribution of digital news [1]. Generative models can produce realistic text, images, audio,
and video, enabling automated news production, multilingual broadcasting, virtual presenters, and personalized
content [2]. However, these capabilities also raise concerns regarding authenticity, provenance, misinformation,
and public trust [3]. Al-generated and manipulated media can resemble genuine journalistic content, making
it difficult for audiences to identify its origin or detect unauthorized modifications [4, 5]. Therefore, reliable
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mechanisms for verifying digital news authenticity and integrity are increasingly important [6]. Content prove-
nance records the origin and modification history of digital assets [7]. However, provenance metadata may be
removed or altered during editing, compression, and cross-platform distribution [8]. Digital watermarking pro-
vides additional protection by embedding identification information directly into media content [9]. Neverthe-
less, conventional watermarking often uses fixed embedding parameters without considering source credibility,
content sensitivity, or manipulation risk. This limitation is significant in synthetic news broadcasting, where
different content categories may require different levels of protection [10].

Previous studies have explored watermarking, synthetic-content detection, deepfake identification,
and provenance verification [11-13]. However, detection-based approaches may become less reliable as gener-
ative models evolve, while fixed-strength watermarking may fail to balance robustness and perceptual quality
across different news categories [14—16]. Furthermore, watermark robustness, provenance tracking, and trust
assessment are often examined separately rather than integrated into one framework. This gap highlights the
need for an adaptive authentication mechanism that connects persistent content identification with provenance
information while adjusting protection according to the risk associated with each news asset [17-19]. To ad-
dress this gap, this study proposes a framework for synthetic news broadcasting. The framework integrates
digital watermarking, provenance metadata, and adaptive trust assessment to determine appropriate protec-
tion levels based on source credibility, content sensitivity, provenance completeness, and estimated manipu-
lation risk [20, 21]. Higher-risk content receives stronger protection, while lower-risk content can prioritize
perceptual quality and computational efficiency [22]. The embedded watermark also links media assets to
provenance information, supporting verification when external metadata is unavailable or modified [23]. The
framework is evaluated under common broadcasting transformations, including compression, resizing, crop-
ping, re-encoding, and partial manipulation. Evaluation considers watermark detection accuracy, robustness,
perceptual quality, and provenance verification reliability [24-26].

The main contribution of this research is an adaptive authentication framework designed specifically
for synthetic news broadcasting. It introduces trust level as a factor in determining watermark protection,
connects embedded watermarks with provenance records to improve traceability, and evaluates robustness,
perceptual quality, and verification reliability together [27-30]. The framework is intended to help broadcast-
ers and digital platforms identify unauthorized alterations, preserve content-origin information, and strengthen
accountability while maintaining media quality. This study is also relevant to Sustainable Development Goals
(SDGs) 9 (Industry, Innovation and Infrastructure), 16 (Peace, Justice and Strong Institutions), and 12 (Respon-
sible Consumption and Production). SDG 9 relates to innovation in digital authentication technology, while
SDG 16 concerns transparency and accountability through provenance verification and manipulation detection.
SDG 12 is connected to the responsible distribution of Al-generated content through source verification and
modification tracking. Although the study does not directly measure its impact on these goals, the proposed
framework has the potential to support a safer and more trustworthy digital media ecosystem.

2. LITERATURE REVIEW
2.1. Synthetic News and AI-Driven Broadcasting

Generative Artificial Intelligence (GenAl) has transformed digital journalism by supporting con-
tent generation, editing, summarization, translation, and distribution. While improving production efficiency,
GenAl also raises concerns regarding transparency, accuracy, accountability, and journalistic responsibility.
The increasing realism of synthetic text, images, audio, and video further complicates authenticity verification,
particularly after repeated editing, compression, and redistribution [2]. Since detection methods may perform
poorly against unseen manipulations, persistent authentication and provenance mechanisms are increasingly
necessary.

2.2. Content Authenticity and Media Provenance

Media provenance records the origin, ownership, creation process, and modification history of digital
content. Unlike detection methods based primarily on visual or statistical characteristics, provenance provides
evidence of how content was created and transformed. This is important because Al-generated media is not
inherently misleading and may support legitimate journalistic purposes. However, provenance metadata can be
lost or altered across platforms, highlighting the need for persistent authentication signals embedded directly
within media [5].
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2.3. Digital Watermarking for AI-Generated Content

Digital watermarking embeds identifiable signals into digital content to support authentication and
traceability. Recent approaches enable invisible watermarks in Al-generated text and visual media while pre-
serving perceptual quality. Advanced techniques improve robustness against cropping, resizing, rotation, com-
pression, and editing, while some approaches also support tamper localization [11]. These capabilities are
particularly relevant to synthetic news, where minor modifications may significantly alter information mean-
ing.

2.4. Research Gap and Proposed Direction

Previous studies typically address synthetic-content detection, provenance, watermarking, and manip-
ulation identification separately. Moreover, watermark protection is commonly applied without considering dif-
ferences in content trust and risk [31]. This study therefore proposes trust-adaptive provenance watermarking
for synthetic news broadcasting, integrating provenance, persistent watermarking, and dynamic trust assess-
ment. The framework is evaluated based on detection accuracy, robustness, perceptual quality, and provenance
verification reliability to improve the authenticity, traceability, and accountability of synthetic news [8].

2.5. Quality of Service and Quality of Experience in Immersive Broadcasting

Immersive broadcasting requires evaluation through both Quality of Service (QoS) and Quality of
Experience (QoE) [16]. QoS includes latency, throughput, packet loss, bandwidth consumption, and resource
utilization, while QoE reflects perceived media quality and responsiveness. Semantic orchestration should
therefore improve communication and computational efficiency without degrading perceptually important con-
tent [19]. Accordingly, this study evaluates end-to-end latency, bandwidth utilization, edge-resource efficiency,
and immersive media quality as complementary performance indicators.

3.  RESEARCH METHOD
3.1. Research Design

This study employed an experimental research design to develop and evaluate a Trust-Adaptive Prove-
nance Watermarking framework for synthetic news broadcasting. The framework integrates provenance regis-
tration, trust-risk assessment, adaptive watermark embedding, broadcasting transformation simulation, water-
mark extraction, and provenance verification into a unified authentication process [22].

A total of 1,000 synthetic news samples were used as experimental inputs. Each asset was associated
with provenance information containing its content identifier, source information, generation process, times-
tamp, content category, protection level, and cryptographic integrity value. Before distribution, each asset was
evaluated according to four trust-related factors: Source Credibility (SC), Content Sensitivity (CS), Prove-
nance Completeness (PC), and Manipulation Risk (MR) [26]. The resulting protection score determined the
watermark strength applied to the media. The experiments were designed to answer the following research
questions:

* RQ1: Can trust-adaptive watermarking maintain reliable watermark detection while preserving accept-
able perceptual quality?

¢ RQ2: How robust is the proposed framework against common broadcasting transformations and partial
manipulation?

* RQ3: Does trust-adaptive watermarking provide better authentication and provenance verification than
conventional fixed-strength watermarking?

These questions directly reflect the main objectives stated in the abstract: watermark detectability, ro-
bustness, content quality, provenance verification reliability, and comparative improvement over fixed-strength
watermarking.

3.2. Proposed Trust-Adaptive Provenance Framework

The proposed framework begins with the preparation of synthetic news content, which may include
Al-generated text, images, audio, or video. Each media asset is assigned a unique Content Identifier (CID) to
establish its identity and linked to a provenance record containing relevant information about its origin, gen-
eration process, and associated metadata [21]. This initial stage provides a foundation for content traceability
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and verification throughout the broadcasting workflow. Subsequently, the system evaluates the protection re-
quirements of each asset based on its trust and risk characteristics, including the potential for manipulation,
the reliability of its provenance information, and the possible impact of unauthorized modifications. Based
on this evaluation, the framework calculates a protection score that determines the appropriate watermark em-
bedding level, categorized as light, moderate, or strong [24]. This adaptive mechanism enables the system
to allocate protection according to the specific risk profile of each media asset while maintaining a balance
between watermark robustness and media quality. The overall process of the proposed framework, including
content preparation, provenance registration, risk assessment, and adaptive watermark embedding, is illustrated
in Figure 1.

Synthetic News Content
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Provenance Generation
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Trust Assessment

Protection Level
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Figure 1. Trust-Adaptive Provenance Watermarking Experimental Workflow

As shown in Figure 1, each synthetic news asset is first associated with provenance information before
its trust and risk characteristics are evaluated. The resulting score determines the appropriate watermark pro-
tection level. Following broadcasting transformations, the embedded identifier is extracted and matched with
the provenance record to evaluate authenticity, integrity, robustness, and content quality.

3.3. Experimental Dataset

The experimental dataset consisted of 1,000 synthetic news assets distributed across five distinct
broadcasting categories: politics, public safety, economy, technology, and entertainment. These categories
were deliberately selected to represent diverse news contexts characterized by varying levels of content sen-
sitivity and potential risks associated with misinformation, malicious manipulation, and unauthorized mod-
ification. To ensure a statistically robust and balanced experimental design, the dataset contained an equal
number of samples for each category, specifically comprising 200 assets per category. This uniform distribu-
tion was intended to minimize category dominance, prevent class imbalance issues, and reduce potential bias
during the evaluation process. Furthermore, each category was assigned a content sensitivity tier ranging from
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low-medium to high determined by the potential societal and audience impact of inaccurate or manipulated in-
formation [32]. Specifically, politics and public safety were classified as high-sensitivity domains due to their
direct implications for public welfare and democratic integrity; economy was categorized as medium-high,
technology as medium, and entertainment as low-medium. To reflect the multimodal nature of modern digital
journalism, the dataset primarily consisted of image- and text-based media assets, capturing common content
formats utilized in digital news broadcasting. Ultimately, this structured and carefully curated dataset enabled
a systematic, comprehensive evaluation of the proposed trust-adaptive provenance watermarking framework
across varied operational contexts, offering crucial insights into how fluctuations in content sensitivity dictate
protection requirements and watermark embedding strength.

Table 1. News Dataset Categories and Content Sensitivity

News Category Number of Samples Content Sensitivity Primary Media Type

Politics 200 High Image/Text
Public Safety 200 High Image/Text
Economy 200 Medium—-High Image/Text
Technology 200 Medium Image/Text
Entertainment 200 Low—Medium Image/Text
Total 1,000

Prior to watermark embedding, all media samples underwent a rigorous preprocessing and normaliza-
tion pipeline to establish consistent experimental conditions and eliminate extraneous variability. Specifically,
text assets were standardized in format and length, while image assets were uniformized regarding resolution
and aspect ratio. As summarized in Table 1, the dataset spans five distinct broadcasting categories—politics,
public safety, economy, technology, and entertainment each categorized by content sensitivity level and associ-
ated risk profile. Building upon these established sensitivity tiers, politics and public-safety content represented
higher-risk contexts that demanded robust, highly secure provenance verification to mitigate potential misin-
formation threats. Conversely, technology and entertainment content, owing to their lower susceptibility to
malicious manipulation and reduced societal impact, generally required lighter authentication protection and
more adaptable embedding parameters. This tiered strategy underscores the core functionality of the trust-
adaptive provenance watermarking framework, which dynamically modulates embedding strength according
to domain-specific risk profiles.

3.4. Trust-Adaptive Scoring and Watermark Embedding

The protection requirement of each synthetic news asset was calculated from Source Credibility (SC),
Content Sensitivity (CS), Provenance Completeness (PC), and Manipulation Risk (MR). Each component was
normalized to the interval 0,1. To ensure that lower credibility and incomplete provenance increase rather than
reduce the required protection, the Protection Requirement Score (PRS) was defined as:

PRS = 0.25(1 — SC) + 0.25(CS) + 0.25(1 — PC) + 0.25(MR) (1)

Where a higher PRS represents a greater authentication requirement. Equal weights were initially
adopted to avoid prioritizing one dimension without empirical justification. Scores from 0.00-0.39 were as-
signed Level 1 (light embedding), scores from 0.40-0.69 were assigned Level 2 (moderate embedding), and
scores from 0.70-1.00 were assigned Level 3 (strong embedding).

Each asset was then assigned a CID connected to its provenance record. Higher-risk content received
stronger embedding to maximize watermark survivability, whereas lower-risk content used lighter embedding
to prioritize perceptual quality.

3.5. Broadcasting Transformation Experiment
Following watermark embedding, the synthetic news assets were subjected to a comprehensive suite
of simulated transformations designed to represent both routine digital broadcasting operations and malicious
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content manipulation attempts. As detailed in Table 2, these operations encompassed various common per-
turbations, including lossy compression, resizing, spatial cropping, and light-to-moderate content filtering. To
establish rigorous and equitable experimental conditions, identical transformation parameters were system-
atically applied to both the proposed trust-adaptive provenance watermarking configuration and the baseline
fixed-strength configuration. This controlled evaluation framework ensures that the subsequent performance
metrics such as watermark robustness, imperceptibility, and verification accuracy accurately reflect the efficacy
of the dynamic embedding strategy across diverse degradation scenarios.

Table 2. Image Transformation Settings and Evaluation Purposes

Transformation Configuration Evaluation Purpose
JPEG Compression QF 90, 70, 50 Compression robustness
Resizing 75%, 50% Scale robustness
Cropping 10%, 20%, 30% Partial-content robustness
Re-encoding Multiple cycles Broadcast compatibility
Noise Low, moderate Signal robustness

Partial Manipulation Local content modification Integrity/manipulation detection

Each transformed asset was processed through watermark extraction and provenance verification. Pro-
gressive transformation severity was used to determine how authentication performance changed under increas-
ingly difficult broadcasting conditions.

3.6. Evaluation Metrics
The framework was evaluated using authentication reliability, robustness, perceptual quality, extrac-

tion error, and computational efficiency. Watermark Detection Accuracy (WDA) represents the proportion of
samples in which the embedded watermark was successfully detected:

N,
WDA = —2rect o 100% 2)

total

Provenance Verification Rate (PVR) represents the proportion of tested assets successfully associated
with their registered provenance:

Nveri ie
PVR = —Xerificd o 100% 3)
Ntested

PSNR and SSIM were used to evaluate perceptual similarity between original and watermarked media,
while BER measured errors in the extracted watermark. Extraction time represented the computational cost of
verification.

Table 3. Evaluation Metrics and Desired Results

Metric Evaluation Purpose Desired Result
WDA Watermark detection reliability Higher

PVR Provenance verification reliability =~ Higher

PSNR Perceptual quality preservation Higher

SSIM Structural similarity Closer to 1
BER Watermark extraction errors Lower
Extraction Time Computational efficiency Lower
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Based on Table 3 the proposed framework was compared with a fixed-strength baseline that applied
identical watermark strength to all assets. This comparison was used to determine whether adaptive protection
could improve authentication without unnecessarily reducing media quality.

4. RESULT AND DISCUSSION
4.1. Trust-Adaptive Watermark Performance

Building upon the comprehensive experimental findings presented in Table 4, robust empirical ev-
idence is provided to thoroughly address and resolve the primary research question (RQ1). Specifically,
the quantitative results demonstrate that the proposed trust-adaptive watermarking framework successfully
achieves a superior balance between authentication reliability and perceptual quality. By dynamically scal-
ing its operational parameters according to the specific protection requirements, sensitivity tiers, and risk pro-
files of diverse news assets, the framework overcomes the inherent limitations of rigid static approaches. This
dual optimization confirms that adapting watermark embedding strength effectively mitigates security vulner-
abilities and manipulation risks in high-risk domains—such as politics and public safety—while safeguarding
perceptual fidelity and avoiding unnecessary degradation in lower-sensitivity categories like technology and
entertainment.

Table 4. Performance Comparison Across Protection Levels

Protection Level WDA (%) PSNR (dB) SSIM BER (%) Extraction Time (ms)

Level 1 91.8 46.8 0.991 4.8 31
Level 2 95.4 43.9 0.984 2.6 35
Level 3 98.1 40.7 0.973 1.2 39

These comprehensive empirical findings provide a definitive answer to RQ1 by demonstrating that the
proposed adaptive watermark protection mechanism effectively balances authentication reliability and percep-
tual quality in alignment with the distinct protection requirements of diverse news assets. As the watermark
protection level is systematically increased across evaluation tiers, watermark detection accuracy exhibits sig-
nificant improvement alongside a corresponding decrease in extraction errors, thereby indicating substantially
stronger authentication performance and enhanced reliability when verifying protected media assets against
tampering. However, this performance gain in security is accompanied by a measurable, gradual reduction in
perceptual fidelity, as reflected by the declining Peak Signal-to-Noise Ratio (PSNR) and Structural Similar-
ity Index Measure (SSIM) values at higher embedding intensities. Specifically, Level 1 achieved the highest
perceptual score with a PSNR of 46.8 dB and an SSIM of 0.991, confirming its exceptional effectiveness in
preserving the pristine visual characteristics of the original media. In contrast, Level 3 achieved the highest
Watermark Detection Accuracy (WDA) of 98.1% and the lowest Bit Error Rate (BER) of 1.2%, making it
highly suitable for sensitive content requiring robust resilience against malicious manipulation. Crucially, the
SSIM value of 0.973 maintained at Level 3 demonstrates that the protected media retains an exceptionally high
degree of structural similarity to the original content despite the elevated watermark strength. This critical ob-
servation proves that employing stronger protection does not inherently precipitate substantial or unacceptable
visual degradation.

Overall, the proposed framework empowers practitioners with a fine-grained, controllable trade-off
between authentication reliability and perceptual quality, enabling dynamic adjustments based on the specific
sensitivity levels and risk characteristics of individual news assets. This adaptive capability proves particularly
invaluable in modern digital news broadcasting, where high-risk content demands rigorous and dependable
authentication while simultaneously preserving sufficient visual quality for seamless audience consumption.

4.2. Robustness Against Broadcasting Transformations

The second experiment, as presented in Table 5, evaluated watermark and provenance survivability
under common broadcasting transformations. The proposed framework maintained high WDA and PVR under
compression, resizing, cropping, re-encoding, and noise.




54 a P-ISSN: 3163-8015 | E-ISSN: 3163-8031

Table 5. Robustness Under Broadcasting Transformations

Transformation WDA (%) PVR (%)

No Transformation 99.6 99.2
JPEG QF 90 99.1 98.8
JPEG QF 70 97.8 97.1
JPEG QF 50 94.6 93.8
Resize 75% 98.4 97.9
Resize 50% 96.1 95.4
Crop 10% 97.6 97.0
Crop 20% 94.9 94.1
Crop 30% 90.7 89.8
Re-encoding 95.8 95.0
Low Noise 96.9 96.2
Moderate Noise 92.8 91.9

The strongest degradation occurred under 30% cropping, where WDA decreased to 90.7% and PVR to
89.8%. This result is reasonable because cropping physically removes areas containing embedded watermark
information. Nevertheless, most watermarks remained detectable. Partial manipulation testing additionally
produced a 95.7% manipulation detection accuracy. In these cases, the CID could remain detectable while
integrity verification failed, enabling the system to distinguish an identifiable asset from an asset whose regis-
tered content had been altered. These results answer RQ2, demonstrating that the proposed method maintains
provenance and authentication information across common digital broadcasting transformations while also
supporting the identification of unauthorized modifications. The robustness trends of Watermark Detection
Accuracy (WDA) and Provenance Verification Rate (PVR) across different broadcasting transformations are
further illustrated in Figure 2.
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Figure 2. Watermark Detection and Provenance Verification Performance Under Broadcasting
Transformations.

As shown in Figure 2, WDA and PVR gradually decrease as transformation severity increases. Crop-
ping at 30% produced the largest performance reduction, with WDA and PVR decreasing to 90.7% and 89.8%,
respectively. Nevertheless, the framework maintained relatively high authentication performance across all
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tested broadcasting conditions.

4.3. Comparison with Fixed-Strength Watermarking

The final evaluation, as presented in Table 6, compared the proposed Trust-Adaptive Provenance Wa-
termarking approach with conventional fixed-strength watermarking under identical experimental conditions.
Both methods were assessed using the same dataset and evaluation metrics, including WDA, PVR, PSNR,
SSIM, BER, and extraction time. This comparison aimed to determine whether adaptive watermarking could
improve authentication reliability and provenance verification while maintaining media quality and reasonable
computational efficiency.

Table 6. Comparison Between Fixed-Strength and Trust-Adaptive Watermarking

Metric Fixed-Strength Trust-Adaptive Difference
WDA (%) 92.6 96.7 +4.1
PVR (%) 91.8 95.9 +4.1
PSNR (dB) 42.6 43.8 +1.2
SSIM 0.976 0.983 +0.007
BER (%) 4.5 2.4 2.1
Extraction Time (ms) 32 35 +3

The proposed method improved both WDA and PVR by 4.1 percentage points while reducing BER
from 4.5% to 2.4%. It also achieved slightly higher PSNR and SSIM values, indicating that adaptive embedding
did not require an overall sacrifice in perceptual quality. The primary trade-off was a 3 ms increase in average
extraction time. These findings answer RQ3 and support the principal claim in the abstract. Trust-adaptive
watermarking provides more reliable authentication and provenance verification than uniform fixed-strength
protection because high-risk assets receive stronger protection while lower-risk assets avoid unnecessarily ag-
gressive embedding. The robustness trends of Watermark Detection Accuracy (WDA) and Provenance Verifi-
cation Rate (PVR) across different broadcasting transformations are further illustrated in Figure 3.

Fixed WDA Adaptive WDA Fixed PVR Adaptive PVR

Figure 3. Trust-Adaptive Provenance Watermarking Experimental Workflow

As shown in Figure 3, WDA and PVR gradually decrease as transformation severity increases. Crop-
ping at 30% produced the largest performance reduction, with WDA and PVR decreasing to 90.7% and 89.8%,
respectively. Nevertheless, the framework maintained relatively high authentication performance across all
tested broadcasting conditions.

4.4. Overall Discussion
Overall, the results demonstrate that combining trust assessment, adaptive watermarking, and prove-
nance verification provides a more context-aware authentication mechanism for synthetic news broadcasting.
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The proposed framework achieved an overall WDA of 96.7%, PVR of 95.9%, PSNR of 43.8 dB, and SSIM
of 0.983, while partial manipulation was detected with 95.7% accuracy. The findings also show that robust-
ness and perceptual quality should not be treated independently. Fixed watermark strength applies the same
authentication requirement regardless of the potential consequences of content manipulation. In contrast, the
proposed framework allocates stronger protection to sensitive or high-risk synthetic news and lighter embed-
ding to lower-risk content. This adaptive mechanism explains the improved balance between watermark sur-
vivability and media quality observed in the experiments. From a broadcasting perspective, the combination
of an embedded CID and an external provenance record provides an additional advantage. The watermark acts
as a persistent link to the content origin, while integrity verification helps determine whether the identified
media remains consistent with its registered state. Consequently, the proposed framework supports not only
Al-generated content identification but also authenticity, traceability, and accountability throughout synthetic
news distribution.

5. MANAGERIAL IMPLICATIONS

The proposed Trust-Adaptive Provenance Watermarking framework provides practical guidance for
media organizations and broadcasting platforms seeking to strengthen the authentication of Al-generated news.
By adjusting watermarking strength according to source credibility, content sensitivity, provenance complete-
ness, and manipulation risk, managers can apply appropriate protection levels while maintaining visual quality.
The integration of embedded Content Identifiers (CIDs) with provenance records can also support content
origin verification and the identification of potential modifications throughout the broadcasting process. There-
fore, organizations should incorporate provenance verification into editorial review, digital asset management,
and content distribution workflows to improve traceability and accountability. However, this mechanism should
complement editorial fact-checking rather than serve as a substitute for verifying the factual accuracy of news.

The experimental results, achieving a Watermark Detection Accuracy (WDA) of 96.7%, a Provenance
Verification Rate (PVR) of 95.9%, and an average Structural Similarity Index Measure (SSIM) of 0.983, in-
dicate the framework’s potential to support reliable authentication while preserving perceptual quality. These
findings can help managers evaluate watermarking technologies before operational adoption. Nevertheless,
because the evaluation involved 1,000 synthetic news samples under predefined transformation scenarios, or-
ganizations should conduct pilot testing using larger and more diverse datasets and their own broadcasting
workflows. Such evaluations should consider detection reliability, partial manipulation, processing latency,
computational overhead, and performance under repeated content transformations. Managers should also re-
view the trust-scoring weights to ensure that they reflect organizational priorities and the specific risks associ-
ated with different news categories.

Successful implementation requires coordination among editorial teams, information technology per-
sonnel, and cybersecurity specialists to establish verification procedures and respond to failed authentication
or suspected manipulation. Media organizations should also combine provenance watermarking with respon-
sible Al policies, staff training, and transparent disclosure practices to strengthen audience confidence. Since
real-world broadcasting may involve complex editing processes, cross-platform distribution, and adversarial at-
tacks, implementation should begin with controlled pilot projects before expanding to larger-scale operations.
Further evaluation of multimodal content, dynamic trust weighting, and real-time deployment can help deter-
mine the framework’s scalability and practical effectiveness. These managerial measures can support a more
transparent, accountable, and trustworthy Al-enabled news broadcasting environment.

6. CONCLUSION

This study proposed a Trust-Adaptive Provenance Watermarking framework to improve the authen-
ticity, traceability, and integrity of synthetic news in Al-enabled broadcasting environments. The experimental
results demonstrated that the proposed approach achieved an overall Watermark Detection Accuracy (WDA)
of 96.7%, a Provenance Verification Rate (PVR) of 95.9%, an average PSNR of 43.8 dB, and an SSIM of
0.983. Furthermore, the framework achieved 95.7% accuracy in detecting partially manipulated content and
maintained reliable watermark detection under various transformations, including compression, resizing, crop-
ping, re-encoding, and noise. Compared with fixed-strength watermarking, the proposed approach improved
authentication performance while preserving acceptable perceptual quality.

The findings address the primary research question by demonstrating that dynamically adjusting wa-
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termark protection based on source credibility, content sensitivity, provenance completeness, and manipulation
risk can improve the reliability of synthetic news authentication. Integrating embedded Content Identifiers with
provenance information also supports content origin verification and the identification of potential modifica-
tions throughout the broadcasting process. However, this study was limited to 1,000 synthetic news samples
and predefined transformation scenarios, which may not fully represent the complexity of real-world broad-
casting environments. In addition, the use of equal initial weights for trust-scoring components may limit the
framework’s adaptability to different broadcasting contexts.

Future research should evaluate the framework using larger and more diverse multimodal datasets
covering synthetic text, images, audio, and video generated by different AI models. Further investigations
could explore dynamic or machine-learning-based trust-weighting mechanisms, more sophisticated adversarial
attacks, and complex content transformations. Real-time implementation within broadcasting platforms should
also be examined to assess scalability, computational latency, interoperability with provenance standards, and
performance across continuous content distribution. These developments could strengthen the practical appli-
cation of the proposed framework and contribute to more trustworthy, transparent, and accountable Al-driven
news ecosystems.
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